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Introduction

Arkadiusz Zukowski

This publication is the result of the implementation of the project entitled “Edu-
cation of the Society on Disinformation: Poland, Lithuania, Latvia, and Estonia”
as part of the “Public Diplomacy 2024” competition of the Minister of Foreign
Affairs of the Republic of Poland and the priority “Public Diplomacy — Poland -
II. - Counteracting disinformation and raising awareness of existing threats in
this area by monitoring and disclosing incidents of disinformation, and build-
ing societal resilience to disinformation by developing competences to recognise
and respond appropriately to fake news. Monitoring reports on Polish, identi-
fying image opportunities and threats”.

The project was carried out by researchers from the Institute of Political Sci-
ence, Faculty of Social Sciences, University of Warmia and Mazury in Olsztyn,
composed of: principal investigator — Prof. Arkadiusz Zukowski, investigators:
Prof. Marcin Chelminiak, Dr. Tomasz Gajowniczek, Prof. Katarzyna Macie-
jewska-Mieszkowska, Prof. Wojciech T. Modzelewski, Prof. Wojciech Koto-
wicz, Prof. Waldemar Tomaszewski, Prof. Krzysztof Zegota. The main foreign
partner involved in the project was Prof. Vladimir Sazonov from the Universi-
ty of Tartu in Estonia, who is an experienced researcher in the field of combat-
ing disinformation and fake news, especially in the context of Russia’s actions
against Estonia (he also represents the Estonian Military Academy in Tartu).
Moreover, researchers from Klaipéda University, Vytautas Magnus Universi-
ty in Kaunas, University of Latvia in Riga, and other universities of Lithuania
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and Latvia, e.g., Prof. Rosita Vaiciulé, Prof. Mindaugas Jurkynas, Prof. Lilita Sei-
muskane, Dr. Sigita Struberga, and Prof. leva Bérzina, were involved as partners
in the scientific consultations. In addition, contact was established with other
researchers such as Prof. Ieva Gajauskaite, from General Jonas Zemaitis Mil-
itary Academy in Vilnius, as well as with the Baltic Defence College (BALT-
DEFCOL) in Tartu with the Dean, Prof. Col. Zdzistaw Sliwa and Prof. Col. Eu-
geniusz Cieslak. During the implementation of the project, cooperation with
the NATO Defence Education Enhancement Programme eAcademy, headed by
Prof. Piotr Gawliczek, and the Polish Association for Security (Director Jarostaw
Tokarczyk) was deepened. Disinformation research issues in Estonia were the
subject of an exchange of information and experience with the chargé d’affair-
es a.i. Embassy of the Republic of Poland in Tallinn Anna Petka and Stawom-
ira Borowska-Peterson, responsible for culture and education at the Embassy.

* %%

The publication consists of three parts. The first of them, entitled “Public Di-
plomacy and Education on Disinformation”, opens with an introductory chap-
ter on the essence and challenges of public diplomacy, prepared by Wojciech
T. Modzelewski. It was important to show the terminological diversity of the
term “public diplomacy”. This concept is often identified with international public
relations, branding, public affairs, soft power and smart power, and even prop-
aganda and psychological warfare. The author emphasizes that in the scientif-
ic perspective, public diplomacy has an interdisciplinary dimension. He draws
attention to an important aspect of it, namely the use of new communication
technologies and open media systems, as well as counteracting disinformation.

The next chapter by Krzysztof Zegota is included in the form of a general re-
port of the project entitled “Educating the public in the field of disinformation:
Poland, Lithuania, Latvia and Estonia”. The assumptions of the project and its
implementation were outlined in detail, emphasizing in particular its objectives,
course (seven basic activities: Scientific consultations with partners from Esto-
nia, Lithuania and Latvia; Surveys involving young people from Poland, Lith-
uania, Latvia, and Estonia; Exchange of information on educational programs
on disinformation in Poland, Lithuania, Latvia and Estonia; Creation of a da-
tabase of researchers dealing with disinformation education in Poland, Lithua-
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nia, Latvia, and Estonia; Organization of an international conference with the
participation of researchers, specialists and young people from Poland, Lithu-
ania, Latvia, and Estonia; Organization of the international Youth Round Ta-
ble; Publication of the report in English in Open Access in the field of the title
of the project) and detailed results. It was also pointed out that the implemen-
tation of the project contributed to the achievement of sustainable and at the
same time concrete results and benefits.

An extremely important element of the scientific activities related to the pro-
ject were surveys involving young people from Poland, Lithuania, Latvia and
Estonia. They concerned knowledge about disinformation (its essence, types,
recognition, effects and strengthening resistance to it), and to a lesser extent pub-
lic diplomacy of the state (creating and consolidating its positive image, build-
ing a national brand - as part of soft means of influence). The results of these
studies were developed by Katarzyna Maciejewska-Mieszkowska, Wojciech
T. Modzelewski and Tomasz Gajowniczek. In addition to the analysis of the re-
sults, a catalogue of recommendations on education in the field of disinforma-
tion was formulated for the education systems of the project partner countries,
i.e., Polish, Lithuania, Latvia, and Estonia.

The next chapter by Marcin Chelminiak concerns educational policy in the
field of counteracting disinformation among children and young people in the
Baltic States (Lithuania, Latvia and Estonia) and Poland. Particular attention
was paid to educational programmes on disinformation in these countries. In-
itially, the European Union strategies and programs for promoting digital lit-
eracy and countering disinformation among students and NATO’s strategy in
combating disinformation, as well as the organization’s cooperation with the
European Union, were discussed. Then, the characteristics and analysis of edu-
cational programs in the field of counteracting disinformation in Latvia, Lith-
uania, Estonia and Poland were carried out. A catalogue of recommendations
in this regard has also been prepared.

The next part of the study concerns disinformation and its various faces.
Vladimir Sazonov in a comprehensive case study analysing Russia’s informa-
tional influence using the concept of Pax Russica and through strategic narra-
tives disseminated via pro-Kremlin channels to target audiences in Estonia,
especially Russophone audience during 2014-2024. The research is primarily
based on the qualitative media analysis of several pro-Kremlin media outlets in
the Russian language through semi-structured expert interviews with opinion
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leaders, political figures, security experts, media and communication, political
science, defence studies) and several representatives of the Russophone com-
munity in Estonia. A detailed analysis of issues such as: Pax Russica, Russian in-
formation warfare and strategic narratives, including propaganda of Pax Russi-
cain Estonia; Pro-Russian discourse in statements of some opinion leaders and
politicians in Estonia as well as Russian strategic narratives during COVID-19
and Russophobia as a Tool for Pressure was conducted.

Wojciech Kotowicz, on the other hand, analyses the European Union’s policy
on disinformation in the context of its key documents in this area, such as the
“Action Plan against Disinformation” (2018), the “Code of Practice on Disinfor-
mation” (2018) and the “Regulation on Digital Services Act” (2022). Through an
analysis of the content of these documents and a review of the scientific litera-
ture, the main EU strategies in the fight against disinformation, their effective-
ness and the challenges related to their implementation were presented. The con-
clusions of the chapter are aimed at indicating the directions of further research
and policy actions in the area of counteracting disinformation at the EU level.

On the other hand, Waldemar Tomaszewski synthetically shows the phe-
nomenon of disinformation in the Russian media in the context of Polish secu-
rity. The specificity of the media policy of the Russian state authorities is char-
acterized through the prism of disinformation and the image of Polish in the
Russian media. It was important to show the possibilities of defending against
the intensification of disinformation in the media in democratic countries, in-
cluding the United States and Poland, and to encourage an in-depth discourse
on disinformation in terms of the security of the Polish state.

The next part of the publication covers the issues of research on disinfor-
mation. An effort was made to prepare a preliminary list of researchers in the
world dealing with disinformation, which was prepared by Wojciech Kotow-
icz. This list is the beginning of the creation of a database of researchers deal-
ing not only with disinformation, but also with education on disinformation,
primarily in Poland, Lithuania, Latvia, and Estonia.

The publication ends with a bibliography of scientific monographs on disin-
formation for the period 2000-2025 prepared by Wojciech Kotowicz. This bib-
liographic list is the result of preliminary research on this issue in the world.
Scientific monographs in English, as well as in Polish, Italian, French, Finnish
and German are included.
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In the intention of the editor and the authors, this publication is to be a con-
tribution to further research on the issue of disinformation. It is also intended
to be a voice in the global discourse on disinformation, and to provide readers
with general and specific knowledge as well as interesting reading.
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CHAPTER 1
The Essence and Challenges of Public Diplomacy

Wojciech T. Modzelewski

The concept of public diplomacy is not unambiguous. It is often identified with
international public relations, branding, public affairs, soft power, and even prop-
aganda and psychological warfare. In the scientific dimension, public diplomacy
has an interdisciplinary dimension, because it can be analysed using tools from
the theory of international relations (mainly research on diplomacy), political
communication, media studies, cultural studies or history. However, the dom-
inant approach places public diplomacy in studying international relations, es-
pecially in diplomacy studies.

Public diplomacy is not uniformly defined. For example, it means the gov-
ernment’s conscious efforts to promote understanding of its own culture, arouse
interest among foreign audiences or gain support for policy goals'. It is a way
of communicating with a foreign audience in order to promote the ideas, in-
stitutions and culture of one’s own nation?. It is a bilateral, dialogic form of in-
ternational political communication addressed to audiences abroad, carried out
through the media and direct channels. It aims to shape or support a positive
image of the state and its society abroad, among others, by influencing public

' M.T. Bond, Public Diplomacy, https://www.researchgate.net/publication/235188593_ Public_
Diplomacy (access: 28.12.2024).

2 ]J. Melissen, The New Public Diplomacy: Between Theory and Practice, [in:] The New Public Di-
plomacy: Soft Power in International Relations, ed. J. Melissen, Basingstoke-New York 2005,
p. 12.
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opinion and shaping positive attitudes towards the broadcasting country’. The
Polish Ministry of Foreign Affairs defines public diplomacy as strategic, coor-
dinating and executive activities which, by shaping social attitudes and public
opinion abroad, are aimed at gaining understanding and support for the Polish
raison d’¢tat and the foreign policy of the Republic of Poland. The mechanisms
of public diplomacy include: the promotion of Polish culture, history, science
and innovation, the Polish language, education, sport, tourism, and the econo-
my, which allows to build a positive image of Poland abroad and good interna-
tional relations. Its activities are addressed to foreign institutions, organisations
and societies*. Despite the differences in definitions, the basic conceptualisation
of public diplomacy boils down to understanding it as a nation-state’s attempt
to favourably influence public opinion in other countries, which relies on and
helps build national reputations®. Public diplomacy shapes public attitudes and
opinions abroad, using tools and methods outside traditional diplomacy.
Therefore, public diplomacy is an essential foreign policy tool for govern-
ments to address audiences abroad. In the terminology of international commu-
nication, it is a form of dialogic political communication in international rela-
tions, influencing the attitudes and opinions of other societies. It is worth noting
that states and other non-state actors in international relations undertake such
a dialogue®. Thus, public diplomacy refers to activities carried out by the gov-
ernment, its agencies, and non-governmental entities, i.e., international organ-
isations, transnational corporations, media conglomerates, local governments,
private groups, and even individuals’. They also include, for example, territorial
entities (regions and cities) that can influence public opinion by conducting for-
eign activity, i.e., paradiplomacy. In traditional diplomacy, the target audience
for its actions is another government, while in public diplomacy, “the public as
a target of influence”™. Activities of public diplomacy are directed at this public

3 B. Ociepka, Dyplomacja publiczna jako forma komunikowania migdzynarodowego, [in:] Dyplo-

macja publiczna, ed. B. Ociepka, Wroclaw 2008, p. 12.

Dyplomacja publiczna, https://www.gov.pl/web/dyplomacja/dyplomacja-publiczna [28.12.2024].

C. White, D. Radic, Comparative public diplomacy: Message strategies of countries in transition,

“Public Relations Review” 2014, no. 40(3), p. 461.

B. Ociepka, Dyplomacja publiczna Polski i zagraniczna polityka kulturalna Niemiec w stosunkach

wzajemnych, Warszawa-Darmstadt 2022, p. 10.

7 E. Gilboa, Diplomacy in the Media Age. Three Models of Uses and Effects, “Diplomacy & State-
craft” 2001, no. 12(2), p. 4 et seq.

8 B. Hocking, Rethinking the New’ Public Diplomacy, [in:] The New Public Diplomacy - Soft Power
in International Relations, ed. J. Melissen, London 2005, p. 32.
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to influence their opinions and beliefs and inadvertently recruit them as agents
of internal pressure to actualise the goals that the source of the diplomacy has’.

The area of interest of traditional diplomacy is government policy, while the
area of public diplomacy goes beyond this sphere, referring to the views, behaviours
or attitudes present in society'. It affects classical diplomacy, which is changing by
opening it up to the public - citizens who are both subjects and recipients of pub-
lic diplomacy'. In contrast to traditional diplomacy conducted by national gov-
ernments, public diplomacy is more transparent and socialised'?. Public diploma-
cy aims to shape an external environment that would support a country’s foreign
policy by understanding, informing, and influencing an international audience®.
By shaping public opinion, it is a tool for influencing foreign governments and
local political decision-makers and consequently co-shapes their decisions in for-
eign policy. Public opinion can exert pressure on its own governments to force ac-
tions beneficial to the state using public diplomacy tools. The main goal of public
diplomacy is therefore to influence opinion-forming processes.

Sometimes, the term citizen diplomacy is used for this type of activity, which
combines the actions of individuals (citizens) and the state’s actions, constitut-
ing an integral part of public diplomacy". By developing public diplomacy, gov-
ernments strive to improve a given country’s perception in those social circles
to which campaigns are addressed. At the same time, this diplomacy can poten-
tially include wider groups and create effective communication channels. It is
based on soft power, two-way communication, strategic public diplomacy, infor-
mation management, creating the country’s brand and electronic image (e-im-
age), and aims to shape such an external environment that would support the
foreign policy of a given country through understanding, appropriate informa-
tion and influencing the international audience.

*  T.O. Wright, Rethinking Public Diplomacy: A Synthesis of The Conceptualizations of Public Diplo-
macy in Public Relations and Diplomacy Research, [in:] Global Encyclopedia of Public Administra-
tion, Public Policy and Governance, ed. A. Farazmand, Cham 2019, p. 5.

1o C. Wolf, B. Rosen, Public Diplomacy. How to Think About and Improve It, p. 16, http:// www.rand.

org/content/dam/rand/pubs/occasional_papers/2004/R AND_OP134.pdf (access: 26.12.2024).

B. Ociepka, Dyplomacja publiczna jako..., pp. 11-12.

A.W. Zietek, Dyplomacja publiczna Polski, “Annales Universitatis Mariae Curie-Sklodowska”

2010, sec. K: “Politologia”, vol. 17 (1), p. 71.

N. Bros, Znaczenie nowych technologii dla wspélczesnej dyplomacji, “Dialogi Polityczne/Politi-

cal Dialogues” 2017, no. 22, p. 167.

R. Bhandari, R. Belyavina, Evaluating and Measuring the Impact of Citizen Diplomacy: Current

Status and Future Directions, U.S. Citizenship Diplomacy Summit, Washington 2010, p. 3.
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Since non-state actors currently use diplomatic methods and tools to achieve
similar goals, the term “new public diplomacy” emphasises its new dimensions,
in which societies are the subject and object of influence'. Just as classic pub-
lic diplomacy aims to reach foreign public opinion with the message of a giv-
en state, there are direct contacts between individuals living in other coun-
tries in the new public diplomacy. Considering the fact who is the sender and
receiver in this type of communication, the “traditional” public diplomacy is
abbreviated as g2p (government to people), and the “new” public diplomacy
is abbreviated as p2p (people to people). In the second case, governments and
other entities (e.g., local governments) directly or indirectly influence public
opinion, shaping the image of the state and society". The new public diploma-
cy breaks the state’s monopoly on defining the goals of diplomacy, enables the
exercise of civic rights in matters that go beyond the internal affairs of a giv-
en state, and has the potential ability to reverse the vector of diplomatic ac-
tivities and direct them towards the government of its own state'”. Network-
ing, dialogic and intermeticism are the basic features of the model of the new
public diplomacy, based on the practice of open political and media systems.
Formerly closed and secret diplomacy has transformed into an open form, as-
suming benefits for all its participants. As a result, the adjective “public” was
added to the definition of this phenomenon'.

One of the important areas of public diplomacy is culture, which, like any
other area of social life, is becoming internationalised and globalised. Countries
use culture to build their prestige in the international arena, both in the stra-
tegic and tactical dimensions of responding to foreign recipients’ current needs
and expectations. Through culture, they can also neutralise the negative image

5 A.W. Zietek, op. cit., p. 68.

¢ B. Bojarczyk, J. Olchowski, A . Zietek, Od dominacji kulturowej do soft power. Kultura w pro-
mocji paristw, [in:] Migdzynarodowe stosunki kulturalne. Podrgcznik akademicki, ed. A. Zietek,
Warszawa 2010, p. 134.

R. Zenderowski, M. Krycki, Public diplomacy w miastach podzielonych granicq paristwowg. Przy-
klad Cieszyna i Czeskiego Cieszyna (Cesky Tésin), “Pogranicze. Polish Borderlands Studies” 2014,
vol. 2, no. 2, p. 214.

B. Ociepka, Dyplomacja publiczna — oksymoron?, [in:] Oblicza wspélczesnej komunikacji. Kon-
teksty — problemy — wyzwania, ed. A. Stempinska, E. Jurga-Wosik, B. Secler, Poznan 2018,
https://www.researchgate.net/publication/327159896_Dyplomacja_publiczna_-_oksy-
moron_w_A_Stepinska_E_Jurga-Wosik_B_Secler_red_Oblicza_wspolczesnej_komuni-
kacji_Konteksty-problemy-wyzwania_Poznan_Polskie_Towarzystwo_Komunikacji_Spo-
lecznej_2018_s_19-30 [30.12.2024].
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of the state”. Cultural diplomacy is a way for states to overcome various types of
alienation and present themselves to others. Promoting native culture, signifi-
cant cultural and sports events, scientific achievements, and finally, one’s coun-
try as a tourist destination also has an economic dimension. In other words, it
should be remembered that the sphere of culture, science and tourism - from
the point of view of economics — are the fields of the national economy. An-
other area of public diplomacy is the economy, and economic diplomacy is an
important foreign policy tool. It aims to raise the state’s international position
through the broadly understood promotion of its economic interests, particular
interests of its subjective elements, specific industries or companies. It involves,
for example, looking for foreign partners for domestic companies, promoting
national exporters, gaining a competitive advantage in exports or protecting
one’s own market.

The mentioned types of diplomatic activities are part of the concept of the
so-called soft power, i.e., soft means of influence in international relations, and
public diplomacy is one of the instruments of the state’s soft power.

Emphasising this aspect, public diplomacy can be defined as an instrument
that the government uses to mobilise soft power resources to communicate and
attract communities in other countries. The importance of informal channels
and procedures is growing, determining flexibility and the ability to adapt to
new challenges and influence others within the state’s soft power framework?.

Generally speaking, states can act with the help of hard and soft elements of
power. Hard power is based on the ability to force another entity to act in a way
that is expected by a given state, and most often, it includes military means (e.g.,
military intervention), coercive policy or economic sanctions (e.g., embargoes).
Soft power, on the other hand, is the ability to influence other entities through
a given country’s broadly understood cultural, political, and economic attractive-
ness, allowing it to influence others without force?'. Soft power is based on “the

” «

ability to shape the preferences of others’, “the ability to influence others with

arguments’, “the ability to attract”, “the ability to get what you want through at-
tractiveness” (your culture, the politics of a given country and the values you con-

1 G. Michalowska, Uwarunkowania migdzynarodowej wspélpracy kulturalnej, [in:] Migdzynarodo-

we stosunki kulturalne. Podrecznik akademicki, ed. A N. Zietek, Warszawa 2010, pp. 44-45.

2 J.S. Nye Jr., Public Diplomacy and Soft Power, “The Annals of the American Academy of Polit-
ical and Social Science” 2008, vol. 616, p. 95.

2t J.S.NyeJr., Bound to Lead: The Changing Nature of American Power, New York 1990, pp. 182-183.
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vey)?. Soft power resources include, among others, culture, information, tech-
nology, science, education, sport and innovation®. It is necessary to agree that
“the awareness of this dual purpose of the different types of state power, par-
ticularly its usefulness in foreign policy, is essential in the era of globalisation.
This makes the deterritorialisation of the state progress, expands the scope of
the state’s external relations, which escape its direct control and the possibility
of implementation within its foreign policy”*. Joseph S. Nye describes the com-
bination of soft and hard measures as smart power”.

In the use of the state’s soft power, it is important, among others, to shape
the state’s brand, i.e., positive values associated with it, translating into posi-
tive attitudes towards it. Currently, many countries use soft power to promote
their image, and the exposure of national heritage and the ability to “convince
through culture, values, ideas” helps improve the state’s image and strengthen
its political position. Countries use this form of diplomacy to create and consol-
idate their positive image, their national brand (nation branding) as part of soft
power instruments®. A state brand can be defined as positive values associated
with a country, translating into positive attitudes towards it”.

Public diplomacy focuses on communication with the societies of other coun-
tries and is conducted in many directions, covering a broad spectrum of infor-
mational activities. The ICT revolution of the 21st century has moved the world
towards online relations, which also applies to politics and diplomacy, and the
use of digital connections has become a common practice in building interna-
tional relations. Dynamically changing communication processes inevitably af-
fect how foreign policy and diplomacy are conducted. The role of classical di-
plomacy has been expanded, and its new form in the form of digital diplomacy
(digital diplomacy, cyber diplomacy, e-diplomacy) turns out to be one of the most
adequate and effective diplomatic methods in the modern world.

J.S. Nye Jr., Soft power: jak osiggnac sukces w polityce swiatowej, Warszawa 2007, pp. 34-35.
For more information, see: B. Ociepka, Mi¢kka sila i dyplomacja publiczna Polski, Warszawa 2013.
T. Los-Nowak, Polityka zagraniczna — stale i zmienne komponenty procesu formutowania i reali-
zacji, [in:] Polityka zagraniczna: aktorzy — potencjaly — strategie, ed. T. Los-Nowak, Warszawa
2011, p. 55.

»  J.S. Nye Jr., Soft power..., p. 6.

B.J. Hurn, The role of cultural diplomacy in nation branding, https://www.researchgate. net/
publication/289687104_The_role_of_cultural_diplomacy_in_nation_branding [19.07.2016].
B. Ociepka, Migkka sifa i dyplomacja..., p. 101.

27
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Therefore, an important aspect of public diplomacy is the use of new commu-
nication _technologies and open media systems. The development of the mediati-
sation of politics, as well as all spheres of social life, strengthens the importance
of new media, especially social media. Technological changes in communica-
tion have enabled greater activity of social media users, not only as passive re-
cipients, but also as active stakeholders in political communication relations®.
On the other hand, public diplomacy, developing in the era of mass communi-
cation, is assimilating the logic of the mass media, and in recent years also social
media. The functioning of this form of outward-facing political communica-
tion in social media takes place as part of a phenomenon called public diplomacy
2.0. Presence in social media not only provides countries with greater visibility,
but also gives them the opportunity to influence opinion-forming processes®.

Public diplomacy is therefore an important force used in the information so-
ciety. Digital diplomacy offers a number of opportunities, including much great-
er access to information that can be shared in real time and which can be used
to exert public pressure on the government. The development of the Internet
as a universal global medium, and especially the great popularity of social me-
dia, have made diplomacy, understood as a dialogue between the government
of state A and the government of state B, a highly insufficient tool for inter-
national communication. In today’s multi-vector world, there is a need to en-
rich traditional diplomacy with two additional channels for the dissemination
of information: the government of state A — the society of state B and the soci-
ety of state A — the society of state B. These two forms of communication are
constituted in public diplomacy. The intensification of the flow of information
on a global scale and the facilitation of access to information have also forced
changes in state diplomacy, e.g., by increasing its transparency. In addition, the
development of new media, the multiplication of new communication channels,
has allowed to generate a dialogue between official diplomats and the interna-
tional audience, whose feelings and indications are beginning to be taken into
account in decisions in the field of foreign policy. Through direct communica-
tion, as well as forums, social networking sites or instant messengers, it is eas-
ier to reach the recipient in order to carry out the tasks set for diplomats. It is
also easier to achieve intermediate goals, such as: objectivisation of the coun-

2 Eadem, Dyplomacja publiczna — oksymoron?...

2 Ibidem.
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try’s image abroad, creation and updating of an integrated system of informa-
tion about one’s own culture in global network resources, creation, collection
and sharing of information and promotional materials®.

The Internet, including social media, due to its accessibility and ease of use,
has now become the main source of information exchange and the basic tool of
influence. They are an important platform and at the same time a communica-
tion tool and an important link in public diplomacy. Their use in diplomatic ac-
tivities is a derivative of noticing and appreciating the changes taking place in
communication processes, in which media users more and more often obtain
knowledge and information about the current international situation from so-
cial media. Nowadays, the speed of communication, its directness and impact
in real time, the universality of the spread content and the ease of access to in-
formation play an important role. Understanding the dynamics of digital me-
dia and implementing strategies for their use is one of the greatest challenges
facing all actors of contemporary international relations.

The multiplication of information sources combined with the constantly
increasing number of active participants in this process means that the pro-
vision and sharing of information and analyses is taking place on an increas-
ing scale. The Internet is a space where there is an “overproduction” of in-
formation, and its huge amount causes information chaos. The society is not
able to verify all the data that reaches it, which is conducive to disinformation,
manipulation and propaganda. It also fosters psychological operations using
the Internet, affecting emotions and motives of action, manipulating reality
by creating specific narratives, etc. Social media, in particular, is an effective
applicator for reproducing false and unverified content. In the Internet real-
ity, especially young people (most often using the Internet) are susceptible to
disinformation, “information smog”, conspiracy theories, “post-truth”, sim-
plification and shallowness of the message, “memisation”, strengthening ste-
reotypes and prejudices, etc. Hence the important educational role, including
the acquisition of the ability to recognise, select and verify information, rais-
ing awareness of existing threats in the area of information, and consequent-
ly building social resilience to disinformation.

0 AW. Zietek, op. cit., pp. 65-82.
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CHAPTER 2

Education of the Society on Disinformation:
Poland, Lithuania, Latvia, and Estonia — General Report

Krzysztof Zegota

Scientific Assumptions and Project Implementation

One of the project’s main objectives was to diagnose the state of education and
social perception of threats from disinformation, particularly concerning repre-
sentatives of the young generation, who often learn about current events from
the Internet, including social media.

Specific objectives and results:

1. identification of the state of knowledge of young people in the field of dis-
information and propaganda as well as solutions in the field of combat-
ing disinformation functioning in the countries covered by the project;

2. initiating discussion on various aspects of disinformation, improving
young people’s skills in recognising disinformation, building resilience to
disinformation, critical thinking and recognising false information, pro-
moting information hygiene,

3. exchange of information, knowledge and good practices between the project
partners aimed at making a diagnosis and developing postulates and solu-
tions in the field of recognising disinformation and strengthening resis-
tance to false content, which can become model solutions for other countries,

4. publicising the project in the media, organising conferences and the Youth
Round Table, issuing a report — all this has an impact on public opinion,
increasing awareness of the existing threats in the field of disinformation,
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5. activating young people within the project and deepening cooperation
between the project partners is an element of strengthening the interde-
pendence between Poland, Lithuania, Latvia, and Estonia and serves the
implementation of the goals of Polish public diplomacy.

The Internet, through its availability and ease of use, has become the main
information exchange source. However, it is a space where there is an “overpro-
duction” of information, and its huge amount causes information chaos, increas-
ing susceptibility to disinformation and manipulation. Technological revolu-
tions have changed the face of modern disinformation and propaganda. Young
people use the Internet, where a lot of information is false, so they must know
how to recognise and verify it. Society cannot verify all the data that reaches
it, which is conducive to disinformation, psychological operations using the In-
ternet, affecting emotions and motives of action, manipulating reality by creat-
ing specific narratives, etc. In the Internet reality, young people are susceptible
to disinformation, “information smog”, conspiracy theories, “post-truth”, sim-
plification and shallowness of the message, “memicisation” of the Internet, re-
inforcement of stereotypes and prejudices, etc. Especially social media, which
young people use most willingly, are an effective applicator for duplicating, for
example, false and unverified content.

It is particularly important in the context of Russia’s military aggression
against Ukraine and Russia’s information war. Young people are most exposed
to fake news and manipulation and, therefore, most vulnerable to disinforma-
tion. Technological revolutions have changed the face of modern disinformation
and propaganda. Young people use the Internet, where a lot of information is
false, so they must know how to recognise and verify it. Therefore, a fundamen-
tal role should be assigned to educating young people and teaching them critical
thinking so that they can verify the information that reaches them.

In order to diagnose the state of public education in the field of disinforma-
tion, social research was carried out covering issues related to disinformation
and forms of counteracting it. The research on young people from Poland, Lith-
uania, Latvia, and Estonia was used to diagnose the state of education of the so-
cieties of these countries on disinformation. The exchange of experiences, e.g.,
on educational programmes on disinformation or solutions functioning in in-
dividual countries — all this is to educate in the field of recognising disinforma-
tion and strengthening young people’s resilience to false content. The activities
carried out under the project (scientific consultations, surveys, educational pro-
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grammes, creation of databases, organisation of conferences and Youth Round
Tables, and publication of the final report) contribute to the achievement of the
project’s objectives through the exchange of experiences and good practices, ini-
tiation of discussions and development of recommendations.

The implementation of the project contributed to the achievement of last-
ing benefits in the form of:

— building international partnerships among young people,

— activation of young people, development of competencies in the field of

recognising false information and appropriate response to it,

— developing solutions to strengthen resilience to fake content.

The educational and promotional value of the project was achieved, e.g., by
creating a database of researchers dealing with disinformation education in Po-
land, Lithuania, Latvia, and Estonia. The data from the database will be avail-
able to other researchers and interested parties.

Education and promotion were also supported by the organisation of an in-
ternational conference with the participation of researchers, specialists, young
people from Poland, Lithuania, Latvia, Estonia, and representatives of NATO
on “Disinformation and public diplomacy”. The conference aimed to show the
role of disinformation in shaping contemporary public opinion and the impor-
tance of public diplomacy in counteracting it. Young people are most exposed
to fake news and manipulation and, therefore, most vulnerable to disinforma-
tion. Technological revolutions have changed the face of modern disinforma-
tion and propaganda. Young people use the Internet, where a lot of information
is false, so they must know how to recognise and verify it. Especially social me-
dia, which young people use most willingly, are an effective applicator for re-
producing false and unverified content. Therefore, a fundamental role should
be assigned to educating young people and teaching them critical thinking so
that they can verify the information that reaches them.

The conference was also attended by: Prof. Vladimir Sazonov (University of
Tartu) — paper entitled “Russian strategic narratives and disinformation against
Estonia in the context of Russian military aggression against Ukraine”, Dr. Da-
mian Szacawa (Maria Curie-Sklodowska University in Lublin) — paper entitled
“Contemporary Information Security Threats from Russia Against Baltic Sea
Region Countries”, Prof. Katarzyna Maciejewska-Mieszkowska (University of
Warmia and Mazury in Olsztyn) - paper entitled “Between polemics and riposte.
Radostaw Sikorski’s speeches at the UN forum”, Prof. Waldemar Tomaszewski
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(University of Warmia and Mazury in Olsztyn) — paper entitled “Disinforma-
tion in the Russian media. The context of Polish security”, and Prof. Wojciech
Kotowicz (University of Warmia and Mazury in Olsztyn) — paper entitled “The
European Union policy towards disinformation”.

The Youth Round Table, organised as part of the conference, was an oppor-
tunity to exchange thoughts and experiences, discuss, and formulate recom-
mendations. The event aimed to discuss contemporary threats to information
security and the risks associated with disinformation, considered from the per-
spective of representatives of the young generation. The Round Table was also
intended to achieve the set goals by exchanging experiences and good practices,
initiating discussions and developing recommendations. In addition, the Youth
Round Table was an opportunity for an intensive exchange of thoughts and ex-
periences, discussion and formulation of recommendations.

The round table discussed:

— Students’ experiences of disinformation and propaganda.

— Main threats to the infosphere.

— Examples of propaganda and disinformation in Lithuania, Latvia, Esto-

nia and Poland.

— How to counteract disinformation and propaganda?

— Are we safe from the dangers of propaganda and disinformation?

Prof. Arkadiusz Zukowski moderated the discussion, and its participants were:

— Domantas Mickeliunas (Klaipéda University, Lithuania),

— Arnas Murauskas (Klaipéda University, Lithuania),

— Nojus Katkauskas (Klaipéda University, Lithuania),

— Lacija Ceicane (University of Latvia in Riga, Latvia),

— Rebecca Vilande (University of Latvia in Riga, Latvia),

— Rodion Krupin (University of Tartu, Estonia),

— Ren Yashiro (University of Tartu, Estonia),

— Ramz Fattaleh (University of Tartu, Estonia),

— Konstancja Bohdanowicz (University of Warmia and Mazury in Olsz-
tyn, Poland),

— Martyna Jurczak (University of Warmia and Mazury in Olsztyn, Poland),

— Bartosz Cylwa (University of Warmia and Mazury in Olsztyn, Poland),

— Natalia Urbariska (University of Warmia and Mazury in Olsztyn, Poland),

— Adrian Bogdan (University of Warmia and Mazury in Olsztyn, Poland),
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— Krzysztof Golebiowski (University of Warmia and Mazury in Olsztyn,
Poland).

The main conclusions and recommendations resulting from the discus-
sions within the Youth Round Table are related to the growing threats result-
ing from the impact of propaganda and fake news. The discussion participants
noted that Russia’s neighbouring countries are particularly vulnerable to pro-
paganda. Moreover, the impact of propaganda and fake news via the Internet
and social media exposes the young generation to the negative impact of pro-
paganda. At the same time, some of the participants of the Round Table em-
phasised that the diversity of opinions and cultural perspectives on the world
of information is an important element of global dynamics, and ignoring it can
only exacerbate existing contradictions and lead to the conflicts that the world
is currently experiencing.

An important research element of the project were study visits carried out
during the project. On May 25-29, 2024, employees of the Institute of Politi-
cal Science of the Faculty of Social Sciences of the UWM: Prof. Waldemar To-
maszewski, Prof. Wojciech Kotowicz, and Prof. Krzysztof Zegota, visited the
Klaipeda University. During the visit, employees of the Institute of Political Sci-
ence conducted scientific consultations with Lithuanian researchers dealing with
cross-border threats and the fight against disinformation and fake news, among
others, meetings with Prof. Rosita Vaiciulé and Prof. Jaroslav Dvorak were held.

On June 20-25, 2024, employees of the Institute of Political Science of the
Faculty of Social Sciences of the UWM: Prof. Waldemar Tomaszewski, Prof.
Wojciech Kotowicz, Prof. Krzysztof Zegota, and Dr. Tomasz Gajowniczek vis-
ited the University of Latvia in Riga. The visit programme includes scientific
consultations with Latvian researchers: Prof. Lilita Seimuskane, Dr. Sigita Stru-
berga, and Prof. leva Bérzina.

From July to August 2, 2024, employees of the Institute of Political Science
of the Faculty of Social Sciences of the UWM: Prof. Arkadiusz Zukowski and
Dr. Tomasz Gajowniczek visited Estonia for research purposes. At the Univer-
sity of Tartu, the delegation conducted fruitful scientific consultations with dr
Vladimir Sazonov, a Professor of the University, who specialises in contempo-
rary threats and disinformation. Cooperation and scientific projects were also
discussed at the Baltic Defence College (BALTDEFCOL) in Tartu with the Dean,
Prof. Col. emeritus Zdzistaw Sliwa and Prof. Col. emeritus Eugeniusz Cie$lak.
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BALTDEFCOL was founded in 1999 by the three Baltic states (Lithuania, Lat-
via, and Estonia) and is a NATO-accredited education and training facility of-
fering courses (levels 3 and 4) to officers, non-commissioned officers, and civil-
ian personnel from the Baltic states, their allies and partners. At the end of their
stay, the scientists from the Institute of Political Science visited the Embassy of
the Republic of Poland in Tallinn, where they met with the Head of Mission,
chargé d’affaires a.i. Anna Petka. Stawomira Borowska-Peterson, who is respon-
sible for culture and education at the Embassy, also participated in the talks.

On November 18-22, 2024, employees of the Institute of Political Science
of the Faculty of Social Sciences of the UWM: Prof. Waldemar Tomaszewski,
Prof. Krzysztof Zegota, and Prof. Wojciech Kotowicz, took part in a study visit
at Vytautas Magnus University in Kaunas. The visit’s agenda includes scientific
consultations with Lithuanian researchers on regional security and cross-bor-
der threats.

All activities undertaken under the project aimed to promote Polish solutions
in Internet security and build social resilience to disinformation. They also serve
to shape a positive image of Poland in the international arena and strengthen
it — by increasing awareness of existing threats in the area of information and
disinformation, building social resilience to disinformation, among others, by
developing competencies in the field of recognising false information and re-
sponding appropriately to it.

It should be emphasised that the project partners have a rich track record in
the research on disinformation, mainly Russian. The leader is Estonia, the Bal-
tic pioneer of digitisation, which has consistently raised the level of digitisation
in the country since the 2007 Russian cyberattack. Estonia treats this area as
a strategic security dimension and seeks to strengthen it at the EU level. How-
ever, Estonia’s high dependence on IT systems entails its significant vulnera-
bility to cyber threats, hence the need to introduce many solutions that may be
useful in other countries.

Public diplomacy and propaganda used to evoke specific emotions can be
treated as a tool for building the strength and position of the state in the inter-
national arena. Unlike traditional diplomacy, public diplomacy is not carried
out only by diplomats, and the ubiquity of social media has made it possible for
anyone to carry it out. At the same time, everyone can be the subject of its in-
fluence. Public diplomacy is, in a way, an element of building and implementing
the state’s international political marketing strategy. Building relationships be-
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tween young people and deepening cooperation between project partners is one
of the elements of strengthening the interdependence between Poland, Lithua-
nia, Latvia, and Estonia. That, in turn, is the fundamental goal of the so-called
new public diplomacy, understood as a symmetrical form of international polit-
ical communication, which aims to support the achievement of the state’s goals
abroad by influencing public opinion.

The choice of tools and methods used in the project was dictated by the need
to effectively diagnose, monitor and educate in disinformation and public diplo-
macy. Considering the diversity and complexity of disinformation, these tools
have been selected to ensure maximum effectiveness and accuracy in achieving
the set goals. The following tools and methods have been used to ensure a com-
prehensive approach to the issue of disinformation and to achieve the project’s
intended goals. Their selection was made considering the specificity of the top-
ic and the context of the participating countries, as well as to effectively engage
and educate young people from Poland, Lithuania, Latvia, and Estonia. The re-
search methods — surveys and scientific consultations — were selected for their
proven effectiveness in collecting empirical data and the possibility of obtain-
ing various perspectives from different target groups (youth, experts, teachers).
They allow for a deep understanding of the problem and identification of spe-
cific challenges and needs in each partner country. The project’s information
technologies — platforms for data sharing and social media analysis — enabled
the effective tracking, analysis and presentation of disinformation trends and
patterns. These tools are essential to monitor the dynamics of online disinfor-
mation, especially on social media, which are the main source of disinformation
for young people. Educational methods — workshops, conferences and round ta-
bles — are proven formats for the interactive exchange of knowledge and expe-
riences. These methods were aimed at transferring knowledge and developing
the participants’ critical thinking and analysis skills. It allowed for direct inter-
action and discussion, which is crucial in education about disinformation. Com-
munication and promotion — websites and social media — were chosen for their
wide reach and accessibility, which is crucial for effectively promoting the proj-
ect and distributing its results. The Internet and social media are also the main
platforms for spreading disinformation. Hence, their use in the project also has
an educational dimension.

It is worth noting that the implementation of the project contributed to
the implementation of priorities related to counteracting disinformation and
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increasing awareness of existing threats in this area by monitoring and dis-
closing disinformation incidents and building social resilience to disinforma-
tion thanks to developing competencies in recognising false information and
responding appropriately to it.

The implementation of the project contributed to the implementation of the

following priorities:

— Highlighting examples of activities in the infosphere that may affect dem-
ocratic electoral processes or destabilise the internal situation of the coun-
try and reduce citizens’ trust in public institutions — the activities under-
taken in the project contributed to learning about the risks associated with
the disruption of democratic processes, e.g., through the dissemination of
fake news and disinformation;

— Developing and implementing tools to support civic education in recog-
nising disinformation, assessing its impact, and strengthening resilience
to fake content. Building awareness of the use of artificial intelligence
techniques in traditional and social media (e.g., deepfake) — the imple-
mentation of the project contributed to the development of tools for rec-
ognising disinformation and models for introducing these tools, e.g., into
school curricula;

— Monitoring the public debate on Poland, identifying image opportuni-
ties and threats: using the opportunity to build a positive image of Po-
land and Poles and responding to cases of reproducing harmful simpli-
fications and negative stereotypes — the project contributed to shaping
a positive image of Poland as a country fighting against Russian disinfor-
mation and fake news;

— Counteracting disinformation about the history of the 20th century, espe-
cially in relation to German and Soviet crimes committed during World
War II - one of the goals of the project was to counteract disinformation
about the history of the 20th century, including primarily in relation to
the historical narrative conducted by the current Russian authorities;

— Preparing attractive messages about historical events and disseminat-
ing them among foreign recipients — the project contributed to building
positive messages about the cooperation of Central and Eastern Europe-
an countries;

— Showing Poland as an open and tolerant country, opposing anti-Semi-
tism and other forms of racism and discrimination — the project aimed
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to deepen cooperation between young people from Poland and the Baltic
States, which contributes to overcoming negative stereotypes and fight-
ing discrimination.

It should be emphasised that the implementation of the project would not
have been possible without the in-depth cooperation and partnership between
the University of Warmia and Mazury in Olsztyn and the University of Tartu.
The University of Warmia and Mazury (UWM) in Olsztyn was established in
1999. In the academic year 2022/2023, about 16 thousand students studied at the
UWM, including about 13 thousand full-time students, and 123 doctoral stu-
dents as part of the Doctoral School. The university is entitled to confer doc-
toral degrees and the title of habilitated doctor in 24 scientific disciplines. The
University of Warmia and Mazury in Olsztyn consists of 17 faculties. 14 facul-
ties have full academic rights, i.e., the right to confer postdoctoral degrees (in
16 disciplines). On the other hand, 16 faculties in 24 disciplines can award the
doctoral degree. These 17 faculties currently educate about 20 thousand stu-
dents, including about 19 thousand full-time students, 600 doctoral students
and about 1 thousand people in postgraduate studies. The University of Warmia
and Mazury in Olsztyn has the appropriate research infrastructure and techni-
cal conditions. Researchers have modernly equipped studios, laboratories, office
space, computer equipment and access to national and international scientific
databases. The university continuously obtains funds for the modernisation of
its research infrastructure. Thanks to the most modern equipment, scientists
from the UWM offer a wide range of research services. The UWM has in its
administrative structures a specialised Research and Project Centre, a Centre
for Cooperation with the Social and Economic Environment, a Project Settle-
ment Department, and a Public Procurement Department, which will play an
important role in the management control over the correctness of the project
work carried out. The Centre for Research and Projects is a university-wide unit
that supports employees, doctoral students and students in obtaining funds for
scientific research and development works and implementing national and in-
ternational research projects. Implements the strategy and policy of the Uni-
versity in the field of conducting and settling teaching and research projects in
cooperation with the socio-economic environment co-financed from external
funds. Appropriate technical infrastructure and experience of the University of
Warmia and Mazury employees in Olsztyn in the implementation of research
projects guarantee the proper and professional implementation of new projects.
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The Institute of Political Science is important in the University’s organisa-
tional structure and research activities. In recent years, the Institute of Political
Science of the University of Warmia and Mazury in Olsztyn has implemented,
among others, the following projects:

1. Social and political issues and developing megatrends in contemporary

world, Ministry of Science and Higher Education,
2. Eastern Policy of Poland and international cooperation of Warmia and
Mazury Region, a research grant of the Polish Ministry of Foreign Affairs,

3. Close neighbours in the 21st century — new communication and percep-
tion, a research grant of Lithuania-Poland-Russia Cross-Border Cooper-
ation Programme,

4. Local border traffic in the conditions of crisis in Polish-Russian relations.

Centre for Polish-Russian Dialogue and Understanding.

The University of Tartu (Estonia) was also substantively involved in the pro-
ject. The university was founded in 1632 by King Gustavus Adolphus of Sweden
as Universitas Gustaviana and was founded on the foundations of the Jesuit Gym-
nasium Dorpatense, created by Stephen Bathory in 1583, which existed until 1601.
In 1898-1918, it was called Yurievsky University (in connection with renaming
Dorpat to Yuriev). The language of instruction was German, and from 1882, the
Russification of subjects began, and finally, it came into force by 1898. From 1919
to this day, the language of instruction is Estonian, although during the Soviet
occupation, some subjects were taught in Russian. In Soviet times, the Universi-
ty was known primarily as a centre of Soviet semiotic thought (Tartusk School
of Cultural Semiotics). It is currently the national university of Estonia and the
centre of the academic spirit in the country. It is a strong research university that
promotes education and research worldwide. More than 17,000 people work and
study at the university. The University of Tartu is developing intensive research
on the impact of Russian information warfare on public discourse and the fight
against fake news and disinformation. Estonia’s experience in cybersecurity and
defence against information warfare is also particularly valuable. This justified
the substantive participation in the University of Tartu project. In addition, the
University of Warmia and Mazury in Olsztyn has well-established scientific con-
tacts with the University of Tartu: among others, joint project “Strengthening the
identity of the Baltic Sea Region borderland. Building cooperation for the ben-
efit of youth” co-financed under the Project Support Instrument of the Council
of the Baltic Sea States. The tasks of the University of Tartu in the project were:
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— substantive support for the project;

— help in reaching scientists dealing with disinformation and information warfare;

— assistance in conducting scientific consultations in the Baltic States;

— help develop a database of researchers dealing with the fight against fake

news in the information space.

The person who was directly involved in the project on the part of the Uni-
versity of Tartu, i.e., Prof. Vladimir Sazonov, is an experienced researcher in the
field of fighting disinformation and fake news, especially in the context of the
Russian military aggression against Ukraine. His main role in the project was
to provide substantive support to the project, especially in the context of the
organisation of scientific consultations in the Baltic states (Klaipéda Universi-
ty, Vytautas Magnus University in Kaunas, University of Latvia in Riga, Uni-
versity of Tartu) and the preparation of a database of scientists dealing with the
fight against disinformation and fake news.

In addition, partners from Klaipéda University, Vytautas Magnus Universi-
ty in Kaunas, and the University of Latvia in Riga were involved in the scien-
tific consultations.

The project carried out many promotional and information activities about
the project, its objectives and implemented activities. Information about the pro-
ject was posted on the UWM and partners’ websites. There was also informa-
tion promoted in the local media — information in the “University News” and
the “Gazeta Olsztyriska”. These activities included promoting the project and
the research results, conclusions, and recommendations from the conference
and the Youth Round Table.

The project envisages the implementation of the following direct results of
the project:

1. Result - increasing knowledge about disinformation among the project
participants. Rate: Percentage of participants who improved their knowl-
edge of disinformation after the end of the project. Assumed value: 70%
— the indicator was achieved.

Source of verification: pre- and post-knowledge tests carried out at the
beginning and end of the project.
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2. Result — development of critical thinking skills and media analysis. Indi-

cator: Number of participants who improved critical thinking and media
analysis skills. Assumed value: 200 - the indicator was achieved.

Source of verification: Expert opinions after the end of workshops and

educational sessions.

. Result - creation and dissemination of a database on disinformation ed-

ucation. Rate: The number of entries created and shared in the database.
Assumed value: 40 — the indicator was achieved.

Source of verification: Reports on the progress of work on the database.

. The result — increased international cooperation in the fight against dis-

information. Indicator: Number of partnerships established between in-
stitutions from Poland, Lithuania, Latvia, and Estonia. Assumed value: 5

— the indicator was achieved.

Source of verification: minutes of international meetings.

. Result - publication of a report with the project results. Indicator: Issu-

ance of a final report in English available in Open Access. Assumed val-
ue: 1 — the indicator was achieved.

Source of verification: Digital version of the report.

. Result — increasing public awareness of disinformation. Metric: The num-

ber of audiences reached through promotional activities, including social
media, conferences, and publications. Assumed value: 300 - the indica-
tor was achieved.

Source of verification: Statistics from websites, list of conference par-
ticipants.
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7. Result — introduction of recommendations on education in the field of dis-

information in the education systems of partner countries.

Rate: The number of educational institutions that have implemented the
recommendations. Assumed value: 10.

Source of verification: Education surveys and implementation reports.

Timeline of the Implementation of the Activities Provided
in the Project

1. Scientific consultations with partners abroad: from Estonia (University of
Tartu — the main centre for research on Russian disinformation), Lithua-
nia (Universities in Klaipeda and Kaunas) and Latvia (University of Riga).
They were used to diagnose the state of public education on disinforma-
tion, particularly on the young generation.

The task was completed between May and November 2024.

2. A survey of young people from Poland, Lithuania, Latvia, and Estonia on
knowledge about disinformation (its essence, types, recognition, effects,
strengthening resilience, etc.), as well as public diplomacy of the state (cre-
ating and consolidating its positive image, building a national brand - as
part of soft means of influence).

The task was completed between June and October 2024.
3. The exchange of information on educational programmes and disinfor-

mation in Poland, Lithuania, Latvia, and Estonia.

The task was completed between July and August 2024.
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4. Creating a database of researchers dealing with disinformation education
in Poland, Lithuania, Latvia, and Estonia; making this database available
to other researchers.

The task was completed between August and October 2024.

5. Organisation of an international conference with the participation of re-
searchers, specialists and young people from Poland, Lithuania, Latvia,
and Estonia, as well as representatives of the European Union and NATO
(among others, from the Defence Education Enhancement Programme
eAcademy) on “Disinformation and public diplomacy”.

The task was completed on 15.10.2024.
6. Organisation of the Youth Round Table (as part of the above-mentioned
conference) and workshops on strengthening immunity to false content.

The task was completed on 16.10.2024.

7. Publication of a report in English on the project subject.

The task was completed in December 2024.



CHAPTER 3

Education of the Society on Disinformation: Poland,
Lithuania, Latvia, and Estonia — Survey Research

Katarzyna Maciejewska-Mieszkowska, Wojciech T. Modzelewski, Tomasz Gajowniczek

The project aims to raise knowledge about disinformation among the project
participants (pupils, students, teachers, and academic teachers) from Poland,
Lithuania, Latvia and Estonia. Another goal of the project is to develop the abil-
ity to analyse contemporary media and think critically about the importance
of information in the modern world, as well as to increase public awareness of
disinformation.

An important result of the project is the development of recommendations
on education in the field of disinformation for the education systems of partner
countries. On the other hand, the long-term result of the project is an increase
in international cooperation in the fight against disinformation and the forma-
tion and manifestations of public diplomacy.

In the draft, public diplomacy is defined as — actions taken by a state as part
of international communication, which, by shaping social attitudes and public
opinion in other countries, are aimed at gaining support for this state and its
policy. Disinformation in the draft is defined as - false, manipulated or mislead-
ing information designed, presented and promoted to deliberately cause public
harm or for benefit (political, economic, ideological, etc.).
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Analysis of Research Results on the State of Knowledge in
Disinformation and Public Diplomacy

The survey concerned the identification of the state of knowledge in the field
of disinformation and public diplomacy. The survey questionnaire contained
12 questions and a metric. The anonymous survey was conducted in 2024 on
a sample of 168 respondents from Poland, Lithuania, Latvia and Estonia. The
study was conducted under the principles of ethics in conducting scientific re-
search. It respects the principles contained in international documents such as
the “Declaration of Helsinki”, the “Charter of Fundamental Rights of the Euro-
pean Union”, the “Convention on Human Rights and Biomedicine of the Coun-
cil of Europe” and the relevant documents of Lithuania, Latvia, Estonia, and Po-
land in this regard.

The questionnaire was published on electronic platforms.

For the Polish website at: https://docs.google.com/forms/d/1Ar0j7Zi79Fch-

oXTbkNvk]J9Sp5eyqlU2Kgh54R6FGOdA /edit

For foreign countries at: https://docs.google.com/forms/d/1Rk2mfx-

6_8kivK AiJYwhVH_DHLXBJNcHN3KoRvdXjb0OA /edit?pli=1

Sample data (n=168 people):

Poland Lithuania, Latvia, Estonia
Sex Women 52.3% Women 53.6%
Men 47.7% Men 46.4%
Under 18 years 2.3% Under 18 years 10.7%
Age Inthe 19-29 age range 91.7% Inthe 19-29 age range 67.9%
Over 30 years 6% Over 30 years 21.4%
Rural 32.6% Rural 10.7%
City up to 10 thousand inhabitants City up to 10 thousand inhabitants
10.6% 25%
Domicile City 10-100 thousand inhabitants City 10-100 thousand inhabitants
21.2% 28.6%
City with more than 100 thousand City with more than 100 thousand
inhabitants 35.6% inhabitants 35.7%
Basic 0.8% Basic 0%
Education Average 78.9% Average 46.4%

Higher 20.3% Higher 53.6%
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Responses

1. Have you encountered any manifestations of public diplomacy of your
country?
Polish side:
— 60.3% of respondents chose “yes”;
— 27.5% of respondents chose the answer “I don’t remember”;
— 12.2% of respondents chose “no”.
Abroad:
— 75% of respondents chose “yes”;
— 14.3% of respondents chose the answer “I don’t remember”;
— 10.7% of respondents chose “no”.
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Therefore, the answers to this question were in the affirmative (as many as
75% abroad and 60% in Poland), proving the high percentage of recognition of
activities falling within the scope of public diplomacy, including forming pub-
lic attitudes and public opinion in other countries. Only 12% of respondents in
Poland and 11% abroad did not encounter any signs of such activities.
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2. Have you encountered any signs of shaping a positive image of your
country (building a national brand/national branding)?
Polish side:
— 78.9% of respondents chose “yes”;
— 13.5% of respondents chose “no”;
— 7.5% of respondents chose the answer “I don’t remember”.
Abroad:
— 89.3% of respondents chose “yes”;
— 7.1% of respondents chose the answer “I don’t remember”;
— 3.6% of respondents chose “no”.
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In the supplementary question concerning the manifestations of shaping
a positive image of one’s country, most respondents noticed this type of activ-
ity (over 89% of respondents abroad and almost 79% in Poland). On the other
hand, 13.5% of respondents in Poland and only 3.6% abroad say that they have
not encountered their country’s actions in this area.
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3. Indicate the media you use to obtain information, according to the fre-
quency of use (1 = never, 2 = rarely, 3 = often, 4 = very often)

Poland
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26 28
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Respondents obtain information mainly from websites and social media, to
a lesser extent from traditional media with electronic access (e.g., online edi-
tions of newspapers), and this regularity applies to Poland and foreign countries.

Television and radio were rarely indicated as sources of information, both
in Poland and abroad, and even less often paper newspapers.
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4. Do you think traditional media (press, TV, radio) are more reliable
than social media?
On the Polish side, the following answers dominated:
— 29.3% of respondents chose the answer “rather yes”;
— 19.5% of respondents chose the answer “credibility is similar”;
— 18% of respondents chose the answer “rather not”;
— 13.5% of respondents chose the answer “hard to say”;
— 9.8% of respondents chose the answer “definitely yes”.
Abroad, the following answers dominated:
— 60.7% of respondents chose the answer “rather yes”;
— 14.3% of respondents chose the answers: “rather not”;
— 14.3% of respondents chose the answer “credibility is similar”.
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A much larger percentage of respondents abroad than in Poland consider
traditional media more reliable than social media. On the other hand, tradi-
tional media consider a larger percentage of respondents in Poland to be “less”
or “rather less” reliable. The credibility of traditional and social media was as-
sessed at a similar level by 14% of respondents abroad and slightly more, 19.5%
in Poland.
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5. How often do you use information posted on the Internet?
Polish side:
— 66.9% of respondents chose the answer “daily”;
— 26.3% of respondents chose the answer “several times a week”;
— 6% of respondents chose the answer “occasionally”;
— 0.8% of respondents chose the answer “I do not use information posted

on the Internet”.

Abroad:
— 46.4% of respondents chose the answer “daily”;
— 39.3% of respondents chose the answer “several times a week”;
— 14.3% of respondents chose the answer “occasionally”.
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Most respondents use the Internet: every day (almost 67% in Poland, over
46% abroad) or several times a week (26% in Poland, 39% abroad). Combining
the intensity of use: “daily” and “several times a week”, the values are more or
less equal and are 93% in Poland and 85% abroad. On the other hand, only 6%
of respondents in Poland and over 14% abroad “occasionally” use the Internet as
a source of information. In Poland, less than 1% of respondents do not use in-
formation posted on the Internet, and there are no such people abroad.
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6. What are the risks of disinformation in cyberspace? (you could choose
max 3 answers)
On the Polish side, the following answers dominated:
— 68.4% “causes chaos”;
— 60.2% “divides and polarises citizens”;
— 55.6% “destabilise the political situation”
— 34.6% “causes intimidation”.
Abroad, the following answers dominated:
— 50% “radicalise society”;
— 46.4% “destabilise the political situation”;
— 42.9% “divides and polarises citizens”.
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In this question, the majority of respondents on the Polish side claimed that
it “introduces chaos”, “divides and polarises society”, and “destabilises the polit-
ical situation”. Different answers prevailed abroad: “radicalises society”, “dest-
abilises the political situation” and “divides and polarises society”. Thus, Poles
associate disinformation mainly with the introduction of chaos, while abroad,
they associate it with the radicalisation of society.
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7. What do you think are the most effective ways to counter disinfor-
mation?
On the Polish side, the following answers dominated:
— 87.9% “background checking/verification”;
— 63.6% “looking for confirmation of information”;
— 50% “educating audiences on disinformation”.
Abroad, the following answers dominated:
— 53.6% “restriction of anonymity”;
— 46.4% “educating audiences on disinformation” and “improving algorithms”;
— 42.9% “looking for confirmation of information”.
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When asked about the most effective ways to counteract disinformation, the
Polish side was dominated by the following answers: “checking/verifying infor-
mation” and “seeking confirmation of information”, while abroad, the follow-
ing were mainly indicated: “limiting anonymity” and “educating recipients in
the field of disinformation” and “improving algorithms”. Abroad, only the 4th
position was taken by “seeking confirmation of information” (in Poland posi-
tion 2), and the 5th position was taken by “checking/verifying information” (in
Poland position 1).
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8. How often do you think you come across disinformation?

On the Polish side, the following answers dominated:

— 57.9% of respondents chose the answer “often”;

— 24.1% of respondents chose the answer “very often”;

— 12.8% of respondents chose the answer “rarely”.

Abroad, the following answers dominated:

— 67.9% of respondents chose the answer “often’;

— 21.4% of respondents chose the answer “rarely”;

— 10.7% of respondents chose the answer “very often”.
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It is clear that the vast majority of respondents feel that they encounter

disinformation “often” or “very often” (a total of 79% abroad and 82% in Po-

land). On the other hand, over 21% of respondents abroad and almost 13% in

Poland say that they rarely encounter disinformation activities. None of the

respondents in Poland and abroad chose the answer “never” and encountered

disinformation.
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9. What do you think increases the credibility of information posted in
cyberspace? (a maximum of 3 answers could be indicated)
On the Polish side, the following answers dominated:
— 85.7% “indication of the source of information”;
— 54.1% “presenting the issue from different perspectives and points of view”;
— 50.4% “support by a person I consider an authority in a given field”;
— 41.4% “appearance of the same information in other media”.
Abroad, the following answers dominated:
— 64.3% “media trusted by the recipient”;
— 60.7% “presenting the issue from different perspectives and points of view”;
— 46.4% “providing the source of information”.
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On the Polish side, the credibility of information is increased primarily by
providing the source of information and abroad by using trusted media. In the
second place, “presenting the issue from different perspectives and points of

view” was chosen on both sides.
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10. How often do you verify the information obtained?
Polish side:
— 66.2% of respondents chose the answer “often”;
— 18% of respondents chose the answer “always”;
— 15% of respondents chose the answer “rarely”;
— 0.8% of respondents chose the answer “never”.
Abroad:
— 82.1% of respondents chose the answer “often”;
— 14.3% of respondents chose the answer “rarely”;
— 3.6% of respondents chose the answer “always”.
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In Poland and abroad, the respondents often or always verify the informa-
tion obtained, while the percentage of people who “never” verify the informa-
tion obtained in Poland was 0.8% and did not occur abroad.
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11. Do you think education about disinformation in your country is suf-
ficient?
On the Polish side, the following answers dominated:
— 51.1% of respondents answered “rather not”;
— 24.4% chose “no”;
— 12.2% answered “rather yes”.
Abroad, the following answers dominated:
— 67.9% answered “rather yes”;
— 25% of respondents answered “rather not”;
— 7.1% chose “no”.
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To the question: do you think that education about disinformation in your
country is sufficient? As many as 68% of respondents abroad and only over 15%
in Poland responded positively. Similarly, 32% of respondents abroad and over
75% in Poland considered education in the field of disinformation to be insuf-
ficient. This list clearly shows that Poles assess the state of education of Polish
society in disinformation much worse.
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12. Please rate your knowledge of disinformation and threats on the Internet.

19 topics (entries) were proposed, which had to be evaluated by assigning

points on a scale: 1 = I have no knowledge about this topic, 2 = [ know this

topic a little, 3 = I know this topic well, 4 = I know this topic thoroughly.
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In the question assessing the respondents’ knowledge of disinformation and
threats on the Internet, abroad in each of the 19 topics, the dominant answer
was “I know this topic well”. Only a few people indicated their lack of knowl-
edge regarding: 1) information overload and 2) cyber warfare.

On the Polish side, the answer “I know this topic thoroughly” concerned:
1) cyberbullying and stalking, 2) spam.

Equally highly rated were their knowledge of: 1) fattening intelligence in
digital services (tracking and recommending), 2) fake news, 3) political propa-
ganda, 4) malware (viruses, trojans, ransomware), 5) data protection, 6) spying
and activity monitoring, and 7) attention management.

The knowledge of 1) big data and 2) information overload was rated the worst.

**¥

To sum up, based on the presented research results, it should be stated that for
most respondents, both from Poland and abroad, websites and social media are
the main sources of information. Thus, the issue of education in obtaining in-
formation obtained in this way and verifying its sources is important. First of
all, public diplomacy activities aimed at young citizens should be carried out in
this communication space.

The high rate of use of online messages leads to the conclusion that young
citizens are primarily exposed to disinformation in online communication. If
we compare this with the results of research that showed that Poles assess the
state of education of Polish society in disinformation much worse compared to
the other three countries (75% considered it insufficient, and only 15% were of
the opposite opinion) - this gives a basic recommendation for further, in-depth
education of Polish society.

The survey showed that the respondents not only have frequent contact with
disinformation messages but are also aware of its effects, which have slightly
different intensities depending on the declarations of respondents from Poland
and abroad. In Poland, it was most often pointed out that disinformation in cy-
berspace introduces chaos and divides and polarises society. Abroad, on the oth-
er hand, the radicalisation of societies and the destabilisation of the political sit-
uation were primarily mentioned as a result. This assessment may result from

the perception of changes taking place in the societies of individual countries,
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which does not change the fact that all the effects indicated by the respondents
affect destabilisation within countries. In order to limit the negative effects of
disinformation messages, it is therefore important to increase the monitoring
of the network in terms of the content published there. Equally important are
immediate actions to prevent the further spread of disinformation by, for ex-
ample, blocking websites and profiles that generate false information, reveal-
ing the actual senders of these messages, flagging disinformation messages, and
correcting false news online and in traditional media.

The main result of the project, i.e., raising the level of knowledge about disin-
formation among the project participants, was verified by conducting verification
tests consisting of 13 closed questions with three answers to choose from. Accord-
ing to the project’s assumptions, these tests were carried out twice: at the project’s
beginning and end (e.g., after training). The research covered 203 students who have
completed a total of 406 tests. The test results have proven that 72% of students im-
proved their knowledge about disinformation and fake news. A percentage of sur-
vey participants showed an improvement in their knowledge of disinformation, thus
achieving the project’s knowledge improvement rate among project participants.

Recommendations on Disinformation Education for Partner
Countries’ Education Systems

There are the following areas of recommendation:

1. Raising awareness: about the existing threats in the area of information,
disinformation, and other threats occurring in traditional media, but above
all, social media and the broadly understood Internet. It is important to
monitor and expose disinformation incidents, their sources, methods and
how they are conducted. It is equally important to identify and diagnose
attempts to influence social divisions and election results, as well as op-
portunities to counter propaganda and disinformation. It is recommended
that the various risks associated with the transmission of false informa-
tion and disinformation be further raised, as well as in activities defined
as public diplomacy of the state.

2. Skills development: to increase societal resilience to disinformation, by
developing competencies to recognise and respond appropriately to fake
news. It is crucial to educate young people on how to recognise disin-
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formation and assess its impact, strengthen their resilience to fake con-
tent, and promote the need to verify sources of knowledge and obtain
data. Moreover, it is recommended that young people be further activat-
ed, their competencies be developed to recognise and respond appropri-
ately to disinformation, and further solutions be developed to strength-
en resilience to fake news.

. Enhanced collaboration: jointly monitoring the information environment
to identify threats and emerging new opportunities. It is recommended
that international partnerships among young people be further built and
cooperation between the project partners (Poland, Lithuania, Latvia, Es-
tonia) deepened. Actions should be aimed at joint monitoring of the media
for disinformation and support for international research in this area. The
actions taken will provide space for the comprehensive and complementary
introduction of effective solutions for youth activation and participation,
which, in the long run, serve to strengthen international cooperation in
the fight against disinformation. Ultimately, this is to build international
cooperation platforms to counter fake news and disinformation.

. Building a model of cooperation in disinformation education: It is recom-
mended that action be taken to develop and implement a specific model of
cooperation between Poland and the Baltic States in the fight against dis-
information among the young generation, primarily at the level of educa-
tion on disinformation. The proposed model could be based on cooperation
and coordination of state institutions’ activities responsible for preparing
and implementing curricula in schools. An important element of cooper-
ation could be the permanent monitoring and verification (e.g., based on
in-depth social research) of the state of knowledge of young people in the
fight against and counteracting disinformation. Another proposed ele-
ment of this cooperation could be the creation of mechanisms and institu-
tions responsible for better understanding between representatives of the
young day camp in Poland and the Baltic States, e.g., through the devel-
opment and implementation of pupil and student exchange programmes.






CHAPTER 4

Educational Programmes on Countering Disinformation
in Lithuania, Latvia, Estonia, and Poland

Marcin Chetminiak

Introduction

Poland, Lithuania, Latvia, and Estonia, as EU and NATO member states, take
part in the programmes and projects of these organisations to counter and com-
bat disinformation.

On September 30, 2020, the EU adopted the Digital Education Action Plan
2021-2027. It sets out a vision for digital education in the Member States. The
plan is intended to support the adaptation of EU countries’ education and train-
ing systems to the digital age requirements. It provides for close cooperation at
the EU level in digital education to jointly respond to the challenges and op-
portunities that have arisen in connection with the COVID-19 pandemic. It
also involves presenting the education and training community (teachers and
students), policymakers, academia and researchers at the national, EU and in-
ternational level with improvements that could be made. It has two priorities:

— Supporting the development of a high-performing digital education eco-

system (Action 1: Structured dialogue with Member States on digital ed-
ucation and skills; Action 2: Council Recommendation on Key Enablers of
Digital Education and Training effectiveness; Action 3: Council Recom-
mendation on blended learning approaches for quality and inclusive pri-
mary and secondary education; Action 4: European Content Framework
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for Digital Education; Action 5: Connectivity and digital equipment for
education and training; Action 6: Digital transformation plans for educa-
tion and training institutions; Action 7: Guidelines for teachers — ethical
use of Al and data in teaching and learning),

— Improving digital competencies and skills needed for the digital transfor-
mation (Action 1: Common guidelines for teachers and teaching staff to
support the development of digital skills and fight disinformation through
education and training; Action 2: Updating the European Digital Compe-
tence Framework to include Al and data skills; Action 3: European Digital
Skills Certificate (EDSC); Action 4: Council Recommendation on improv-
ing the provision of digital skills education and training; Action 5: Interna-
tional data collection and EU target for digital skills of students; Activity
6: Traineeships “Digital Opportunities”; Action 7: Increase women’s par-
ticipation in science, technology, engineering and mathematics (STEM).

As part of this plan, the European Commission has already published guide-
lines for teachers and educators on tackling disinformation and promoting digi-
tal literacy through education and training. They are to be used in primary and
secondary schools throughout the European Union. The handbook was creat-
ed by a group of experts, including people dealing with education, media and
civil society issues. The guidelines are intended to help teachers develop critical
thinking skills in students and give them the necessary tools to teach the iden-
tification of false information published online.

In 2008, NATO established the NATO Cooperative Cyber Defence Centre of
Excellence based in Tallinn. It has been fully accredited by NATO and granted
the status of an International Military Organisation. The NATO Cooperative
Cyber Defence Centre of Excellence is an international military organisation
whose mission is to enhance capabilities, cooperation and information sharing
between NATO, its member states and cyber defence partners through educa-
tion, research and development, lessons learned and consultations have been
drawn. In 2019, NATO adopted a regulation that has been regularly updated
and includes a package of measures and instruments to fight disinformation. In
2020, as part of the Action Plan Issued to Allies, the NATO Secretary General
published Response to Disinformation on COVID-19. This document aimed to
merge various instruments and programmes to counteract hostile disinforma-
tion about COVID-19. In 2021, NATO’s Toolbox for Countering Hostile Infor-
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mation Activities was released. The Alliance adopted a model of multi-pronged
action based on the principles of ,understand’, ,engage’ and ,coordinate’.

NATO?’s strategy is to work closely with the EU in the fight against disinfor-

mation, in particular on:

— strengthening resilience to disinformation through education on demo-
cratic values, improving electoral standards and intensifying the moni-
toring of electoral processes;

— improving media education, e.g., developing competencies in critical think-
ing, and in the case of secondary school and university students, curricu-
la should teach methods of confirming or refuting the truth of informa-
tion, claims appearing in the media or the Internet;

— implementing media policies aimed at strengthening trust in the media,
including better funding and support for media independence and inves-
tigative journalism or fact-checking;

— an assertive policy towards social media owners in the context of user
identification, ensuring neutrality and diversity of algorithms, managing
content selection and ensuring transparency in the way of advertising.

Latvia

In Latvia, study programmes related to disinformation are offered, especially
in the context of social and media communication or national security fields. In
response to the growing role of disinformation in the public space, some Latvi-
an universities have started offering courses and programmes that cover topics
related to recognising, analysing, and countering disinformation. Institutions
that provide such courses include, for instance, the University of Latvia (Latvi-
jas Universitate), which can offer courses on disinformation, its impact on so-
ciety, and countermeasures as part of its communication and media study pro-
grammes. Riga Technical University also offers classes related to digital security.
In Latvia, as in other Baltic countries, disinformation is becoming increasing-
ly present in education, especially in the context of media, digital technologies,
and information security. In response to the growing threats of misinforma-
tion, some secondary schools have begun incorporating elements of identify-
ing fake news and critical thinking into their curriculum.
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However, it is worth noting that although counteracting disinformation does
not yet function as a separate subject at the secondary school level, in subjects
such as Latvian language, literature, media or civic education, students are grad-
ually introduced to issues related to analysing information sources, fact-check-
ing, and understanding the mechanisms of disinformation. In secondary schools,
in particular, the emphasis is on the development of media competencies, which
include skills such as: analysis and verification of information sources (students
learn how to recognise reliable information and how to avoid manipulation in
the media); critical thinking; developing the ability to evaluate information from
various sources and the ability to recognise disinformation narratives; digital
education, i.e., programmes on Internet safety and recognising fake news and
analysing the impact of social media.

Moreover, various educational campaigns are carried out as part of various
government initiatives or non-governmental organisations to raise awareness
of disinformation. Such activities include workshops, training, and educational
projects, which also reach high school and university students.

It is worth noting that education about disinformation is important in Lat-
via because, according to the law in force there, the dissemination of false in-
formation is classified as an act of hooliganism if it has caused a gross distur-
bance of public order, disturbance of the peace of people or the work of state
institutions, organisations or enterprises. Disinformation is defined in this case
as the deliberate dissemination of false messages in society and the digital space.

Lithuania

In Lithuania, the National Cybersecurity Centre was established in 2015. Moreo-
ver, in 2017, the Cybersecurity Act was amended, aimed at centralising informa-
tion security management and integrating the monitoring of national electronic
communications networks. In this country, some regulations allow authorised
state authorities to temporarily block the servers of an entity used in a cyberat-
tack or to spread fake news. For instance, the possibility of broadcasting Rus-
sian television in Lithuania was temporarily blocked. The Lithuanian authori-
ties are also striving to raise public awareness of the threats. An important role
is also played by non-governmental or social organisations and grassroots ini-
tiatives, such as the “elf movement” established in 2014. Today, this group con-
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sists of several thousand people, is dedicated to unmasking fake online accounts
to prevent the spread of false information.

In Lithuania, educational offers related to the fight against disinformation
have been developing for years, especially in fields of study related to journal-
ism, mass media, security, and information technologies. Subjects in this field
are offered, e.g., by Vilnius University (Vilniaus Universitetas) as part of edu-
cational programmes in the field of information security or international com-
munication, which include issues related to cybersecurity, disinformation, and
the impact of the media on society. In addition, Kaunas University of Technol-
ogy offers courses related to digital security. The Lithuanian Military Academy,
as part of various study programmes related to national and international secu-
rity, offers courses on issues related to disinformation and information warfare.

It is worth noting that in Lithuania, the number of postgraduate courses and
specialist training related to digital media and disinformation, organised by var-
ious educational institutions and non-governmental organisations is also grow-
ing. In secondary schools, students learn about the dangers of disinformation
and fake news as part of the curriculum. The key elements of education are me-
dia education (students learn how to assess the credibility of information sourc-
es and recognise manipulation in the media. Media and digital classes also in-
clude learning how different online platforms can be used to spread fake news)
and digital safety (topics related to online safety, including recognising online
fraud and protecting privacy).

In Lithuania, protecting children and young people from fake news is part
of a broad educational strategy to develop media literacy, critical thinking and
safe Internet use. Lithuania pays a lot of attention to the topic of disinformation,
especially in the context of younger generations, who can be particularly vul-
nerable to the impact of fake news. Various educational projects and workshops
for children and young people are being carried out in Lithuania to raise their
awareness of disinformation. They are often organised by schools, non-govern-
mental organisations and government institutions. These initiatives aim to teach
children how to effectively verify information and show them how to recognise
disinformation, both in traditional media and on the Internet, including on so-
cial media platforms. Moreover, there is cooperation with non-governmental
organisations and government institutions. The Lithuanian government and
NGOs are conducting educational campaigns to raise awareness of disinforma-
tion (fact-checking to provide children with tools to recognise fake news; in-
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formation campaigns aimed at young people and teachers to help them recog-
nise and fight disinformation in various forms; teacher training — teachers are
trained in digital and media education; so that they can educate young people
about the dangers of fake news).

Estonia

Estonia is one of the first countries to successfully develop strategies to defend
itself against cyber threats and disinformation, and recognises the importance
of education in this area. As a result, universities and organisations offer vari-
ous programmes that help professionals better understand and counter disinfor-
mation threats. As one of the leaders in digitalisation and cybersecurity, Estonia
focuses on education about disinformation, especially in the face of the grow-
ing threat of disinformation campaigns. In 2017, Estonia adopted The Nation-
al Security Concept, which updated national security policy objectives, princi-
ples, and strategies. The document includes strategic communication in one of
the six broad areas of national defence development, defining it as planning the
state’s political, economic, and defence activities, preparing a comprehensive in-
formation policy on their basis and transferring it to society.

In Estonia, studies that cover disinformation are offered, especially in the
context of social communication, mass media, national security or digital tech-
nologies. For example, the University of Tartu is one of the leading universi-
ties in Estonia, offering programmes related to social sciences, communication,
and media. In these programmes, students can learn about disinformation, its
impact on society, and methods to detect and combat it. The university con-
ducts master’s degree programme: Disinformation and Societal Resilience. The
study programme is designed for professionals who recognise information ma-
nipulation in a global context, work in the strategic communication sector, deal
with risk management in organisations. The programme combines theoretical
knowledge with a practical approach and focuses on the problems of disinfor-
mation. Another example is Tallinna Ulikool (Tallinn University), which offers
studies in communication, Al, information society technologies, human rights
in the digital society, which cover issues related to disinformation, propaganda
and media analysis. This university is active in terms of education about digital
security, recognising fake news, and verifying information.
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Estonia also has courses and postgraduate programmes focusing on disin-
formation and information warfare. They are run by universities, government
organisations, and national security institutions.

Disinformation is not a separate subject in schools, but students in Estonia
are educated on how to recognise fake news and think critically about different
subjects. Key aspects of this education include: media and digital education, crit-
ical thinking, and online safety. Various educational initiatives are organised in
Estonia, such as workshops, online courses and projects to make students aware
of disinformation. These include, for instance, cooperation with non-govern-
mental organisations and government institutions dealing with digital securi-
ty and media education.

Cooperation projects: Estonian NGOs and government institutions are work-
ing with educational institutions to carry out educational campaigns on disin-
formation. An example is cooperation with digital security organisations that
offer training for students and teachers.

Practice-based learning programmes: Students participate in interactive
projects that help them better understand the mechanisms of spreading misin-
formation online. Young people gain practical skills through these initiatives
to verify information and identify fake news. Support for schools in this area is
also provided by the Estonian Information System Authority and other bodies
dealing with digital security.

Poland

In Poland, the education of children and young people in disinformation takes
place at the pre-school and school level, as well as at universities and as part of
various educational initiatives.

The youngest children are already exposed to disinformation and digital safe-
ty education in kindergartens. Classes are carried out on how to protect chil-
dren from disinformation, recognise fake news, and protect them from nega-
tive effects.

In the Polish educational system, topics related to disinformation, media and
critical thinking appear in schools as part of several subjects, e.g., the Polish lan-
guage (during lessons of this subject, students learn to analyse texts, which also
includes recognising manipulative techniques in the media), computer science
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(as part of learning how to use computers and the Internet, students learn how
to recognise reliable sources of information, how to take care of online privacy
and how to avoid the dangers of disinformation). This subject is also discussed
in other subjects in social education, civic education, and educational lessons.

The #FakeHunter — Edu project is aimed at high school students, which aims
to raise awareness of the dangers of disinformation, fight fake news, teach young
people to verify content published on the Internet and consolidate safe behaviour.
As part of this project, the #FakeHunter service prepared video training on coun-
teracting disinformation, which teachers used during school classes with stu-
dents. The content includes: how to recognise fake news, what the phenomenon
of disinformation is, what is the role of social media in spreading false content,
and we give tips on how to wisely and consciously navigate in virtual reality. In
addition to the video training, all secondary schools also received a set of exer-
cises and a lesson plan. The project was implemented by the Polish Press Agen-
cy, the Ministry of Education and Science, the GovTech Poland Centre, and the
Educational Research Institute. Many initiatives in this area are implemented
and promoted by the regional Education Offices (e.g., Kielce — Free webinar for
teachers and parents on cyber threats “¢MEDIAchallenge: The Young Genera-
tion and the Challenges of the Infosphere”; Szczecin — Free training for teach-
ers, as part of the “Lesson: Enter” project. Teacher Training Centres also con-
duct classes for teachers, e.g., Don’t give in to disinformation — or how to teach
critical reading of media texts. The Ministry of Education and Science dissem-
inates, for example, information materials entitled The Role of Cooperation in
Combating Disinformation. It is an educational series on fake news, disinfor-
mation, and manipulation in the media. It concerns, e.g., the role of media edu-
cation in shaping the awareness of recipients and joint activities of institutions
conducting this type of activity.

In Poland, studies that cover disinformation are offered, especially in the
context of social communication, mass media, national security, international
security, political science or digital technologies. In addition, The Krakow Uni-
versity of Economics offers postgraduate studies in Digital Media, Fact-checking
and Disinformation. They are to educate specialists who will not only have inter-
disciplinary knowledge of digital media, disinformation and fact-checking, but
will also be specialists who will be able to apply this knowledge in practice, as
part of their professional and social activities. Adam Mickiewicz University in
Poznan educates at postgraduate studies in the field of Behavioural Analysis and
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Lie Detection, where students are shown practical problems resulting from dis-
information and data analysis on the Internet; they learn to train practical skills
that create a substantive workshop of behavioural analyst (behavioural analysis,
typology of behaviour, non-verbal and intercultural communication, psychopa-
thology, ethics, behavioural economics, disinformation, assessment of the sin-
cerity of testimony and lie detection, analysis of the credibility of statements, as
well as behavioural technologies and artificial intelligence). The University of
Bialystok offers students classes entitled History of Conducting Disinformation
and Inspirational Operations, The Maria Curie-Sktodowska University in Lub-
lin, entitled Disinformation and Propaganda in Contemporary Media. Collegium
Civitas runs the Centre for Disinformation Research — a research and teaching,
analytical and, advisory and educational unit that focuses on the threats asso-
ciated with disinformation. The main tasks of the Centre include identifying,
investigating, and describing narratives and messages of a disinformation na-
ture, in particular those present in the media (mainly social media), which may
influence social views and pose a threat to the security and stability of states;
conducting educational and training activities aimed at building awareness
and knowledge about the threats associated with the phenomenon of disinfor-
mation, the most commonly used methods and means of transmitting content
of this nature; creating strategies for counteracting disinformation and meth-
ods of combating its impact in various areas of life. SWPS University of Social
Sciences and Humanities (SWPS) in Warsaw conducted webinars in the series
“How, What, and Why to Teach about Disinformation?” on the so-called ev-
eryday disinformation — a phenomenon of seemingly minor importance, which,
however, clearly harms, deepens social conflicts and destroys social trust. SWPS
also conducts journalistic workshops “Fighting Disinformation. Technologies,
Tools, Competencies”. The Maria Curie-Sktodowska University in Lublin con-
ducted a workshop on the fight against disinformation and propaganda “Disin-
formation: Diagnosis and Counteraction”. During the workshops, participants
learned about various methods of counteracting disinformation, i.e., prebunk-
ing, meaning a psychological vaccine against disinformation, fact-checking -
the process of verifying information by activists, editors, and experts, as well as
the advantages and disadvantages of the controversial anti-fake legislation cre-
ated in many countries around the world, the need to introduce media educa-
tion into schools and IT tools for detecting disinformation.
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National Research Institute (NASK), established in 1992, plays an import-
ant role in disinformation and cybersecurity education. Since 2005, the Polish
Centre for the “Safer Internet” Programme has been operating within NASK,
established as part of the programme initiated by the European Commission.
The Polish Centre comprises NASK and the Nobody’s Children Foundation. It
aims to promote the safe use of new technologies and the Internet among chil-
dren and young people and to act to combat illegal content and spam on the In-
ternet. The programme includes issues related to the threats resulting from us-
ing mobile phones, online games, P2P file exchange, and other forms of online
communication in real time (chats and communicators). The Polish Centre for
the “Safer Internet” Programme undertakes many comprehensive activities for
the safety of children and young people using the Internet and new technolo-
gies. NASK offers a range of training and educational materials for children,
youth, parents, guardians, teachers and lecturers.

Recommendations for state and local government
institutions and offices:

1. Cooperation and consultations between the Baltic states on educational
programmes for children and youth in the fight against disinformation,
considering each country’s social, national, and geopolitical specificities.

2. Intensification of cooperation on educational programmes for children
and youth in the fight against disinformation between relevant ministries,
universities, schools, and non-governmental organisations.

3. Synchronisation of educational programmes aimed at children and young
people from different age groups.

4. Support from public and international funds for the creation of modern
tools for education in the fight against disinformation, e.g., phone appli-
cations.

5. Introduction of mandatory content on combating disinformation into ed-
ucation and study curricula for secondary schools and universities.

6. Increase the number of training courses for teachers and lecturers on the
fight against disinformation.

7. Supporting and training parents and carers in the fight against disinfor-
mation.
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8. Offering teachers and lecturers easily accessible materials (primarily dig-
ital) for immediate use in teaching about disinformation.

9. Greater use of the most popular platforms and social networking sites
among children and young people in the context of disinformation edu-
cation.

10. Encouraging media companies to take action to equip young people with
the critical analysis of sources skills necessary to navigate the digital world.

Recommendations for schools and universities:

1. Providing students with information on what disinformation and fake
news are.

. Providing students with information on the mechanisms of disinformation.

. Communicating to students why disinformation is a threat.

. Providing students with information on how to counter disinformation.

U A LN

. Providing students with information on the responsible use of tradition-
al media, the Internet and social networks.

6. Teaching children and young people critical thinking.

7. Familiarising teachers and lecturers with educational programmes in com-

bating disinformation in Poland and abroad.
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CHAPTER 5

Pax Russica and Kremlin’s Influence Activity: Russian Strategic
Narratives and Propaganda Disseminated for Estonian Audience

Vladimir Sazonov

Introduction’

Putin’s authoritarian regime tries to take into account the characteristics of each

country in the Western world and, even more broadly, tries to damage the dem-

ocratic and liberal system as a whole* with harmful disinformation by trying

to influence Western societies, including political, cultural and economic cir-

cles in the West, including far-right forces?, far-left forces* and even some lib-

eral circles in the Western world.

1

This chapter is updated and revised version of article published in 2022 (V. Sazonov,
The Concept of Pax Russica, Russian Strategic Narratives and their Possible Impact on Populist
Movements, “The International Scientific Journal of Humanities” 2022, no. 1, pp. 142-152).
Current work was supported by reserach grants of the Estonian Military Academy [R-019
Strategic communication in the context of the war in Ukraine: lessons learned for Estonia]
and Ministry of Foreign Affairs [PROF4 "Russia's historical and political narratives in the
Kremlin's influence activities targeting Western and Ukrainian audiences in context of
Russo-Ukrainian war" (Ministry of Foreign Affairs)] and PSF 2022/05 Strengthening the
identity of the Baltic Sea Region borderlands. Building cooperation for the youth.

G.H. Karlsen, Divide and rule: ten lessons about Russian political influence activities in Europe,
“Palgrave Communication” 2019, no. 5(19), pp. 1-14.

A. Shekhovtsov, Russia and the European Far Right, A thesis submitted to University College
London for the degree of Doctor of Philosophy (PhD), School of Slavonic and East Europe-
an Studies, University College London, 2018; T. Kuzio, Russia and the Western Far Right Tan-
go Noir, “Europe-Asia StuDies” 2018, no. 70(10), pp. 1715-1717.

A. Paier, V. Sazonov, From the Comintern to Putin: Russian Ties with Italy, “Diplomaatia”
24.10.2020, https://icds.ee/en/from-the-comintern-to-putin-russian-ties-with-italy (ac-
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For this reason, Putin’s regime considers the characteristics of each state and
nation targeted by information warfare’.

What is the goal of Russia? The answer is simple — Russia’s goal is to di-
vide the West (EU and the U.S.) and, in particular, the Kremlin tries to desta-
bilise the Western world by using manipulative methods, messages and other
tools of destabilisation®, including hostile propaganda’, psychological influ-
ence®, cyber-attacks, and many other hybrid means, e.g., organised crime, po-
litical blackmail, money-laundering, espionage, energy dependence, facilitated
migration, etc.” This chapter focuses only on Russian information influence
activity against Estonia.

The Aim of the Chapter

The current study focuses on analysing Russia’s informational influence using
the concept of Pax Russica and through strategic narratives disseminated via
pro-Kremlin channels to target audiences in Estonia (especially Russophone
audiences, but not only). Strategic narratives have been disseminated by Rus-

cess: 10.01.2024); K. Weyland, The Threat from the Populist Left, “Journal of Democracy” 2013,
no. 24(3), pp. 18-32.
H. Molder, Hirmukultuuri loomine moodsas hiibriidséjas Venemaa ja dppuse Zapad 2017 nditel,
“Sojateadlane” 2018, no. 8, pp. 64-85; E. Lucas, P. Pomerantsev, Winning the Information War:
Techniques and Counter-strategies to Russian Propaganda in Central and Eastern Europe, Wash-
ington 2016; A. Ventsel, S. Hansson, M.-L. Madisson, V. Sazonov, Discourse of fear in strate-
gic narratives: The case of Russia’s Zapad war games. “Media, War & Conflict” 2021, no. 14(1),
pp. 21-39, https://doi.org/10.1177/1750635219856552; J. Darczewska, P. Zochowski, Russia’s
“activity” toward the West—Confrontation by choice, “Russian Analytical Digest” 2017, no. 212,
pp- 2-5.
¢ M. Winnerstig (ed.), Tools of Destabilization. Russian Soft Power and Non-military Influence in
the Baltic States, Report FOI-R-3990-SE, 2014, https://www.stratcomcoe.org/mike-winner-
stig-edtools-destabilization-russian-soft-power-and-non-military-influence-baltic-states
(access: 19.10.2021).
1. Springe, How Russian Propaganda Becomes Even Nastier in Baltic News, “Re:Baltica” 29.03.2018,
https://en.rebaltica.lv/2017/03/how-russian-propaganda-becomeseven-nastier-inbaltic-news
(access: 24.04.2020); H. Mélder, V. Sazonov, Kremlin's information campaign in the Baltic States
during the COVID-19 pandemic escalation of spring 2020, “Modern Management Review” 2020,
no. 7(4), pp. 83-97, https://doi.org/10.7862/rz.2020.mmr.30.
U. Arold, Infosdja maistatus. Kaja, “Journal of Communication and Public Relations” 2015, no.
18, pp. 9-14.
° A.Radin, Hybrid Warfare in the Baltics: Threats and Potential Responses, Santa Monica 2017;
H. Mélder, V. Sazonov V., Kremlin’s information campaign..., op. cit.;
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sia for many years since 1991, but in the current research, I focus only on those
that Russia has discriminated against since 2014, when Russia annexed Crimea
and created terrorist puppet republics DNR and LNR on occupied territories of
Ukraine, during COVID-19, and during the full-scale Russian military invasion
of Ukraine that started on February 24, 2022".

Data Sample and Methodology

This research is primarily based on the qualitative media analysis'' of several
pro-Kremlin media outlets in the Russian language through 13 semi-structured
expert interviews with opinion leaders, political figures, security experts (law,
media and communication, political science, defence studies) and several rep-
resentatives of the Russophone community in Estonia as well'2. These expert
interviews revealed several issues and threats to Estonian society in the infor-
mational environment. Dozens of articles from various Russian media sources
(Baltia.eu, Baltnews.ee, RuBaltic.ru, Sputniknews, REX Information Agency,
Regnum, Komsomolskaya Pravda, Inosmi.ru, TV Zvezda, Interfax and others)
were analysed, covering 10 years of Russian war against Ukraine from early
2014 when Russian annexed Crimea until early 2024. The criterion for select-
ing these articles was that their target audience should be Russophone people in
Estonia. Qualitative content analysis" was used in the current study to analyse
the empirical data (interviews and articles published in mainstream media) by
using a hidden pilot sample'. Five articles from four publications and different
media outlets were used for primary coding.

V. Sazonov, A. Saumets, Putin’s War in Ukraine. Volume I. The Background and Anatomy of Rus-
sian Aggression, “Sojateadlane (Estonian Journal of Military Studies)” 2022, vol. 20.; V. Sazo-
nov, A. Saumets, Putin’s War in Ukraine. Volume IL. Different Aspects and Challenges of the War,
“Sojateadlane (Estonian Journal of Military Studies” 2023, vol. 23.

" H.-F. Hsieh, S.E. Shannon, Three Approaches to Qualitative Content Analysis, “Qualitative Health
Research” 2005, no. 15(9), pp. 1277-1288.

U. Flick, An introduction to qualitative research, Los Angeles 2006.

13 Ibidem.

" U. Kuckartz, Qualitative Text Analysis: A Guide to Methods. Practice & Using Software, London 2014.
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Pax Russica, Russian Information Warfare and Strategic
Narratives

This subchapter gives a brief overview of the concept of Pax Russica and Rus-
sian information warfare. It explains the concept of strategic narratives, which
Russia has used very actively as a tool of influence against the West, especial-
ly against Estonia.

One of the most powerful tools of Russia’s influence activity abroad is Pax
Russica, which is also directly linked to Russia’s compatriot policy, which is re-
flected in various organisations in its own time. During his presidency, Vladimir
Putin revived the concept of the ,great nation’, recalling the historical achieve-
ments and glories of the tsarist and Soviet eras and feeling responsible towards
the nations within Russia’s sphere of influence. After the collapse of the Soviet
Union in 1991, Pax Russica became an effective tool of influence and manipula-
tions used by the Russian political elite to unite Russian-speaking movements
in neighbouring countries and to create a Russian-influenced cultural, ideologi-
cal, social, political and informational space in the post-Soviet space and beyond.
By 2006, at the latest, Vladimir Putin had reintroduced the concept of Pax Rus-
sica, which had its origins in the Russian Empire. This basic idea of Pax Russi-
ca® has been energetically used by the Kremlin for expansionist and imperialist
purposes, most recently in the context of Russian large-scale military aggres-
sion against Ukraine. Before 2022, it was also used as a propaganda tool to jus-
tify the annexation of Crimea by the Russian Federation and the Russian inva-
sion of the Donbas region of Ukraine in 2014. The idea of Pax Russica has been
promoted through numerous information campaigns in the mass media, social
media, etc. In 2007, Russian authoritarian leader Vladimir Putin founded the
Russkiy Mir Foundation led by Viacheslav Nikonov (Member of the State Du-
ma)'®. In April 2007, Russian authoritarian leader Putin declared the following
about Pax Russica:

5 M. Laruelle, The “Russian World” Russia’s Soft Power and Geopolitical Imagination, Center of

Global Interest 2015, https://globalinterests.org/wp-content/uploads/2015/05/FINAL-CGI_
Russian-World_Marlene-Laruelle.pdf.

The grandson of Viacheslav Molotov was a famous Soviet politician and diplomat, Minister
of Foreign Affairs (1939-1949 and 1953-1956).
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The Russian language not only preserves an entire layer of truly global achieve-
ments but is also the living space for many millions of people in the Rus-
sian-speaking world, a community that goes far beyond Russia itself. As the
common heritage of many peoples, the Russian language will never become the
language of hatred, enmity, xenophobia, or isolationism. In my view, we need to
support the initiative put forward by Russian linguists to create a National Rus-
sian Language Foundation, the main aim of which will be to develop the Rus-
sian language at home, support Russian language study programmes abroad and
generally promote Russian language and literature around the world".

The idea of Pax Russica was officially introduced in Putin’s Russia in 2006-
2007, promoted by numerous public relations firms and information campaigns
for Russian-speaking internal and external audiences in mass media, social me-
dia, as well as in Russian popular and scientific literature (especially historical,
political, economic)".

One of Russia’s hybrid warfare dimensions is Russian information activi-
ty, which could be designated as Russian Global Knowledge Warfare. As Eric
Shiraev and Holger Molder correctly pointed out, Global Knowledge Warfare
(GKW) “is the purposeful use and the management of knowledge in pursuit of
a competitive advantage over foreign opponents. Knowledge is information that
has a purpose or use and requires the awareness or a form of understanding of
the subject. Knowledge warfare is about what people know, how they interpret
it, and how they use it™"’.

Strategic narratives, which are the most crucial and existential tools in the
GKW, are, according to Molder and Shiraev, built on effectively visualised im-
ages and strategic narratives which can influence wide target audiences; they
can influence the decision-making process of political or economic elites or
shape public opinion®.

What are strategic narratives? Why are they so powerful tools of influence?
The concept of strategic narratives has been actively adopted in international re-

See Russkiy Mir Foundation.

See, for example, the philosophical, propagandistic book series “Projekt Rossiya” (Project
Russia). The Administrative Department of the President of the Russian Federation
recommended reading this book to statesmen and politicians of the Russian Federation.
Project of these books started in 2005, see e.g., https://en.wikipedia.org/wiki/Project_Russia
H. Molder, E. Shiraev, Global Knowledge Warfare, Strategic Imagination, Uncertainty, and Fear,
[in:] The Russian Federation in Global Knowledge Warfare. Influence Operations in Europe and Its-
Neighbourhood, eds. H. Mélder, V. Sazonov, A. Chochia, T. Kerikmie, Springer 2021, p. 16.
2 Tbidem.
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lations and also used in political communication®. Strategic narratives consider
stories that exist in people’s collective memory and other factors that frame in-
terpretation, including political agendas and ideological views?. As Roselle et al.
rightly argue, our era’s soft power is a strategic narrative?. The strategic narra-
tive began with a starting point similar to Nye’s idea, based on understanding
fundamental change in the international system and the question of how to in-
fluence international relations. Already, Antoniades et al. argue that strategic
narratives are representations of a sequence of events and identities, a commu-
nicative means by which the political elite seeks to give a meaningful signifi-
cance to the past, present, and future to achieve political goals®*. Roselle et al.
argue that strategic narratives can affect the following areas®:

— an international system that expresses how political actors shape percep-

tions of the organisation of international relations,

— identity, meaning how political actors want to project their identity in in-

ternational relations,

— policies, for example, the desire of political actors to influence interna-

tional negotiations.

Thus, if political actors can align narratives of the international system, poli-
tics, and identity with their own strategic orientations and goals, the opportunity
becomes greater for them to increase their influence in the international arena®.

Strategic narratives created by Russia are aimed at various target groups.
Creating narratives exploits several populist political movements as well as pol-
iticians. To this end, various strategic narratives were created that amplify or
shape perceptions of the world in line with the goals of Russia®.

The next subchapter of this chapter deals with analysing how Russia prop-
agates Pax Russica using it as a tool of influence in Estonia.

2t L. Roselle, A. Miskimmon, B. O'Loughlin, Strategic Narratives: Communication Power and the

New World Order, Routledge 2013.
22 A. Ventsel, S. Hansson, M.-L. Madisson, V. Sazonov, Discourse of fear..., op. cit.; H. Mélder,
V. Sazonov, Kremlin’s information campaign..., op. cit., p. 85.
L. Roselle et al., Strateegiline narratiiv: pehme jou uus kdasitlus, “Sojateadlane” 2021, no. 17,
pp. 13-32.
A. Antoniades et al., Great Power Politics and Strategic Narratives. Global Political Economy, Cen-
tre for Global Political Economy, University of Sussex Brighton, UK 2010, p. 5.
L. Roselle, A. Miskimmon, B. O'Loughlin, Strategic Narratives..., op. cit.
% Ibidem, p. 3.
V. Sazonov, The Concept of Pax Russica..., op. cit.
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Propaganda of Pax Russica in Estonia

‘What does Pax Russica mean for the Estonian security environment? In Estonia, the
concept of Pax Russica was exploited through compatriot policy and the Kremlin’s
strategic narratives, which were used to undermine and discredit the Estonian gov-
ernment, Estonian state and society, and EU and NATO. In an interview conduct-
ed in 2019, Expert C added one interesting example about the narrative “Estonia
exit EU” (#ESTexitEU)* used on social media, which was promoted with anti-EU
purposes: “Can we say that #ESTexitEU was a centrally-planned and executed op-
eration? I do not know. In this new paradigm, the telling indicator is the use of big
numbers. Many desired effects become possible if the operation achieves a criti-
cal mass of messages. A targeted person may then perceive that everybody around
him thinks a certain way, and those messages are massively repeated. For the an-
alyst, it means that if you can record growth in the number of posts or accounts
that carry certain narratives, then we can really talk about serious interference”
(Expert C, 2019). The Kremlin does this through promoting pro-Kremlin prop-
aganda narratives like Russophobia®, discrimination against the Russian-speak-
ing population, and flourishing Nazism in Estonia, to name but a few.

Before 2022, when Russia started the full-scaled war against Ukraine, Russia’s
uses for promoting Pax Russica its governmental TV channels like RTR, NTV, PBK
(Russian First Channel), several Russian newspapers, and even some Baltic Rus-
sian-language channels transmit information in line with the compatriot policies
of Russia, and very often producing disinformation and the huge number of differ-
ent types of fake news (Expert H, 2020). The presence of the whole range of Rus-
sian media in Estonia until February 2022 was one more cause for concern. Rus-
sian TV channels like NTV or RTR, newspapers like Moskovskiy Komsomolets,
and some Baltic Russian-language media (Baltnews.ee, RuBaltic.ru) give informa-
tion in line with the Kremlin’s policies (negative views on NATO and the EU)*.
The Estonian government stopped in 2022 broadcasting several Russian TV chan-

Propastop, Over one hundred fake accounts are connected with #ESTexitEUI Propastop, 8.01.2019,
https://www.propastop.org/eng/2019/01/08/over-one-hundred-fake-accounts-areconnect-
ed-with-estexiteu (access: 12.03.2022).

P. Baburin, Jaoice 6o epems anudemuu cmpanwl barmuu eeprot pycogpobuu, “Purm Espasun”
6.04.2020, https://www.ritmeurasia.org/news--2020-04-06--dazhe-vo-vremjaepidemii-
strany-baltiiverny-rusofobii-48323 (access: 11.05.2020).

Baltnews, The Independent: yuenus «3anao-2017 evicmasunu HATO ¢pabpuroii «fake news»,
Baltnews.ee, 23.9.2017, http://baltnews.ee/mir/20170923/1016308913.html (access: 21.11.2021).
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nels in Estonia, among them Rossiya 1, Rossiya 24, NTV, REN TV and some oth-
ers. Many dangerous and harmful pro-Kremlin online portals and websites were
also banned, including RuBaltic.ru, ntv.ru, ren.tv, 5-tv.ru, 78.ru, 1tv.com, lenta.ru
and tass.ru®’. Several pro-Russian organisations that have been active for a long
time in Estonia are also worthy of attention because of their anti-governmental
actions. The so-called media club Impressum® was also worth special attention
because of its anti-Estonian actions and activities associated with the Kremlin®.

Estonian opinion leader Expert D (2020) pointed out that the homogenous
Russophone diaspora in Estonia is a myth. According to him, many opinions
are covering a large variety of different points of view. Nevertheless, many Rus-
sian-speakers in Estonia have problems with integration into Estonian society,
often remaining nostalgic about Soviet times, and Moscow uses that to further
its own interests, especially in propaganda. Several Russians living in Estonia
are not politically educated, do not believe in democracy and do not consider
that participation in elections can change anything. Many are disappointed in
the Centre Party (Keskerakond) and do not participate in elections. The Centre
Party, however, used before 2022 the resources of Tallinn media channels such
as the newspapers Pealinn.ee, Stolitsa.ee*, Vceherka.ee, sometimes in addition
to the Russian TV channel PBK, to promote their views (Expert D, 2018; Ex-
pert D, 2020; Expert E, 2019; Expert F, 2019; Expert G, 2021).

Moreover, threats could also come from social media. Social media such as
VKontakte, Odnoklassniki, and Telegram, which are very popular among the
Russian-speaking residents of Estonia, are also important instruments of influ-
ence, but Facebook, Twitter, and others play an important role®. Robotrolling
was used before elections (e.g., European Parliamentary elections in May 2019)*.

Err.ee, “TTJA bans Russian sites for naming Ukrainians Nazi” TTJA keelab Vene saidid ukrainlaste
natsiks nimetamise eest, Er.ee, 16.03.2022, https://www.err.ee/1608533743/ttjakeelab-vene-sa-
idid-ukrainlaste-natsiksnimetamise-ees (access: 11.07.2023).

Impressum, International Media Club, http://www.impressum-club.eu.

A. Makarychev, Russian “cognitive propaganda” The case of Impressum Club in Tallinn, “Post-So-
viet Affairs” 2021, vol. 37, no. 1, pp. 45-64.

Newspaper Pealinn and its Russian version Stolitsa, which was for years supported by Centre
Party which was several years in power in Tallinn. But recently Centre Party lost power in
Tallinn and new coalition decided to close Pealinn and Stolitsa (Kiisler 2024).
Robotrolling, NATO Strategic Communications Centre for Excellence, 3.2018, https://www.stratcom-
coe.org/robotrolling-20183 (access: 7.9.2021); Robotrolling, NATO Strategic Communications Cen-
tre for Excellence, 2.2019, https://www.stratcomcoe.org/robotrolling-20192 (access: 7.11.2020).

36 Ibidem, p. 6.
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In the following subchapter, I present some examples of pro-Russian discourse
and close to pro-Russian ideas and narratives in statements of some Estonian
(mainly Russian-speaking) opinion leaders and politicians of Estonia.

Pro-Russian Discourse in Statements of Some Opinion Leaders
and Politicians in Estonia

It is often very difficult to make clear and thus claim that some politicians and
opinion leaders share the views or narratives of the Kremlin¥. At the same time,
it is known that such politicians exist. According to Expert D, Estonia has never
had as close relations with Russia as Ukraine or Georgia, but the Russian Fed-
eration is nevertheless trying to influence the political situation in Estonia and
trying to harm it (Expert D, 2020). In Expert D’s opinion, this work of the Rus-
sian Federation is quite successful:

In the beginning, Russia tried to create ethnic (Russian) parties that received
some funding from Russia. At one point, it was realised in Russia that it was not
working. There were more serious attempts to use existing political force to in-
fluence the situation in the country (Expert D, 2019; Expert D, 2020).

Cases where populist ideas, right or left*®, coincide in some places with the
Kremlin’s narratives or are somewhat similar to Kremlin discourse are like-
ly to be more frequent. The Kremlin’s interest in the European political land-
scape is not confined to the far left and far right. Moscow is even targeting lib-
erals (both left and right) and centrists, with whom the Putin regime has tried
to build good relations and even tried to cooperate®.

Nevertheless, I pick out some examples where we can find some similarities
with the Kremlin’s strategic narratives that Russia disseminates.

Some politicians or members of the Centre Party partially showed before 2022
(some even after 2022) their indirect or sometimes even direct sympathy with

7 A. Makarychev, The Russia Discourses of Estonian Populists: Before and After the War in Ukraine,
[in:] Producing Cultural Change in Political Communities. Contributions to Political Science, eds.
H. Molder, C.F. Voinea, V. Sazonov, Cham 2023.

#  R.Wodak, The politics of fear: What right-wing populist discourses mean, London 2015; K. Wey-
land, The Threat..., op. cit., pp. 18-32; A. Paier, V. Sazonov, From the Comintern..., op. cit.

¥ A.Paier, V. Sazonov, From the Comintern..., op. cit.



80 Vladimir Sazonov

the pro-Kremlin discourse, such as the politician Mikhail Stalnukhin, a former
member of the Centre Party until 2022 (expelled from the party). In 2022, Stal-
nukhin called Estonian Prime Minister Kaja Kallas and other members of the
Estonian government fascists after a Soviet tank was removed from Narva®.
There are also some other politicians and Russian-speaking opinion leaders in
Estonia who promote Kremlin discourse*. Among the left-wing parties, I also
mention the Estonian United Left Party, known for its pro-Kremlin orientation*.

An example of how ideas similar to Pax Russica’s are promoted in Estonia are
some articles written by by Aleksandr Chaplygin, former Editor-in-Chief of Sto-
litsa and an active Centre Party politician, currently a member of the Estonian
Parliament. Chaplygin has for years shared various ideas and narratives, e.g.,
that there is no war in Ukraine but a crisis, or that there is no need for the Eu-
ropean Union to get involved in the Ukrainian crisis, where two superpowers
— the United States and Russia — are clashing, and that it is not Europe’s busi-
ness what happens in Ukraine. It is what he wrote, for example, on May 5, 2014,
two months after the Russian military aggression against Ukraine. For exam-
ple, Chaplygin highlighted, “The United States continues to prepare new sanc-
tions against Russia, persistently persuading the European Union states to sup-
port this initiative. Meanwhile, European businesses are calculating their losses
if economic relations with Russia are disrupted™. According to him, in 2014,
these were the realities: in the modern global economy, no sanctions can be uni-
lateral, and any blow to Russia will boomerang back to the European Union.
Chaplygin highlights that the Europeans have nothing to ponder in this mat-

4 Err.ee, Keskerakonna juhatus heitis Mihhail Stalnuhhini erakonnast vilja, Err.ee, 6.09.2022, https://
www.err.ee/1608706942/keskerakonna-juhatus-heitis-mihhail-stalnuhhini-erakonnast-val-
ja (access: 3.04.2024).

# D.Klensky, Ocmonus: 3amecy nampuomusma c pycogobueii oaem nayuonaauzm, “REX In-
formation Agency” 22.12.2016, http://www.iarex.ru/articles/53412.html (access: 3.12.2019);
D. Klensky, Ocmonckuii niegox ¢ omeem na nenonusimuvii susum Llgeioxozo, “Regnum”
14.11.2017, https://regnum.ru/news/polit/2345222.html (access: 3.11.2019); P. Grigoryan,
Tpuzopsn: unmezpayus no-scmoncku oopeuena na nposar, “CKIIKIICC” 2.12.2014, http://
skpkpss.ru/02-12-2014-novosti-estonii-rafikgrigoryan-integraciya-po-estonski-obrechena-
na-proval (access: 26.10.2021).

4 A. Makarychev, V. Sazonov, Populism, popular geopolitics and the politics of belonging in Estonia,
[in:] Multifaceted Nationalism and Illiberal Momentum at Europe’s Eastern Margins, ed. A. Ma-
karychev, Routledge 2021, pp. 23-42.

4 A. Chaplygin, [Toxa Poccus u CILIA oepymcs 3a Yxpauny, Eepona nycms nocmoum
6 cmopone, “Stolitsa” 05.05.2014, https://stolitsa.ee/index.php/mnenie/poka-rossiya-i-ssha-
derutsya-za-ukrainu-evropa-pust-postoit-v-storone (access: 3.04.2024).
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ter: although geographically, Ukraine is a European state, the events around it
are not directly related to the European Union. The Ukrainian crisis is a direct
consequence of the clash of interests between the two superpowers — the Unit-
ed States and Russia — and Europe will neither be cold nor hot about who will
prevail in this clash. After all, nothing has changed for Europe because Crimea
went to Russia”)**. Chaplygin also promoted the ideas that were promoted by
Russian propaganda, e.g., Ukraine is a poor country, which is full of nationalists:

Of course, Europe’s interest in Ukraine can also be explained by the desire to pro-
mote some “Western values” like democracy and freedom of speech to the East.
But, excuse me, what does Dmytro Yarosh, the official presidential candidate and
leader of the Right Sector, whose battalions march around Kyiv under black and
red Bandera banners, have to do with democracy? And what does Ukraine’s ban
on Russian TV channels have to do with freedom of speech? From an econom-
ic point of view, a poor Ukraine cannot be of much interest to Europe either®.

Among other things, Chaplygin has written that Estonia’s policy towards eth-
nic minorities (especially Russian-speaking people) in Estonia makes him envi-
ous of African people in the apartheid era in the Republic of South Africa*. As
then Editor-of-Chief of Russian-speaking local newspaper “Stolitsa” and opin-
ion leader Aleksandr Chaplygin often promoted narratives which are close to
pro-Kremlin narratives, e.g., that national minorities (Russian-speaking people)
in Estonia are discriminated by Estonian government, and according to Chap-
lygin in Estonia, there is no apartheid, but there is a desire of Estonian nation
that forms the state to comb all national minorities into its own mould*. He
also highlights that the Estonian state acts with the grace of a bulldozer, an ex-
ample of which is the so-called reform of Russian schools in Estonia when Rus-
sian-speaking children are forced to study in the state language (Estonian lan-
guage) without providing any conditions for this, whether it is normally trained
teachers or a well-developed curriculum*. Chaplygin accentuates that the bull-
dozer behaves the same way. Additionally, Aleksandr Chaplygin declares that
the bulldozer breaks and crushes everything that does not fit the project, and

4 Ibidem.

# Ibidem.

% A. Chaplygin, Yanuwieun.: anapmeud nyuuie scmonckux peanui, ‘Postimees” 30.05.2011, https://
rus.postimees.ee/453426/chaplygin-aparteid-luchshe-estonskih-realiy (access: 3.04.2024).

¥ Ibidem.

% Tbidem.
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it does not matter whether the project is bad or good. Chaplygin concludes that
segregation (like it was in South Africa during the apartheid era) is even better
than this kind of coexistence®.

Thus, Chaplygin’s ideas are a good example of how local Russian-speaking
opinion leaders and politicians from the Centre Party promoted pro-Russian
narratives aimed at blackening and disparaging the Estonian state, government
and Estonian people.

It should be noted here that Estonian left-wing politician from the Centre
Party, Oudekki Loone, is famous for her Soviet nostalgia and some positive atti-
tude toward the Soviet Union and Russia: “Estonia would provide Ukraine with
missiles and artillery, which are rationally expected to victimise the people of
Donbas” (Loone’s Facebook post, end of 2021). She was later quoted in pro-Krem-
lin media. Loone also accentuates that it “is clear to everyone that these weap-
ons will be used to kill the Russians”. Loone explained that sending Javelin am-
munition to Ukraine would emphasise the need for a military solution to the
conflict, which is not in line with the Minsk agreements. She considers that the
Russian army has been on the Ukrainian border for quite some time and does
not see any significant increase in the threat. Loone also stated: “When Ukraine
stopped supplying water to Crimea, I was seriously worried that stronger steps
could be expected from Russia”. According to Oudekki Loone, Putin has always
been looking for an agreement with the West, and he has not succeeded: “Rath-
er, we could support win-win situations such as a more general gas agreement
with the launch of Nord Stream 27*°. Loone was also among some other Cen-
tre Party members in the Estonian Parliament who, on February 22, 2022, did
not join in supporting Ukraine in the face of the upcoming Russian invasion.

A good example of pro-Russian activism in Estonia is Aivo Peterson®
(nee Krylov) from the United Left Party of Estonia and the movement “Koos”
(Vmeste). Aivo Peterson openly praised Russia’s imperialist and aggressive
policies and actions, and in 2023, Peterson took part in the elections to the
Riigikogu (Estonian Parliament) but was not elected. In 2023, he travelled to

4 Ibidem.

50 K. Paris, Oudekki Loone hoiatab: Ukrainasse relvi saates hakataks neid kasutama venelaste vastu,
“Eesti Pdevaleht” 6.01.2022, https://epl.delfi.ee/artikkel/95577941/erisaade-oudekki-loone-
hoiatab-ukrainasse-relvi-saates-hakataks-neid-kasutama-venelaste-vastu (access: 22.04.2022).

5 Aivo Peterson worked for the Estonian Border Guard 1992-2004, he was a member of the
Estonian Centre Party in 2002-2008 and the he was a member of the Social Democratic
Party in 2008-201.
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Moscow and the Ukrainian city of Mariupol, which is now occupied by Rus-
sian forces. Aivo Peterson blames the Estonian press for its one-sided cover-
age of the war in Ukraine: “We have all heard about the uprising in Donbas,
that the uprising itself has bombed its own town, its own residential districts,
its own kindergartens, schools, hospitals, etc.”>* Besides, Aivo Peterson visit-
ed Moscow with his party colleague, another pro-Russian activist, Oleg Iva-
nov*>. They also took part in the popular Kremlin propaganda show “Solovy-
ov Live”, which is one of the most well-known YouTube channels in Russia for
spreading pro-Kremlin propaganda, where Peterson stated: “There is a feel-
ing that all pro-Western Estonian parties are fighting against us. You can’t
imagine the pressure were under”*. Aivo Pereson also claimed an uprising
or guerrilla war should be organised to change the situation in Estonia**. On
March 10, 2023, Aivo Peterson was arrested in Estonia together with Dmitri
Rusti (another pro-Russian activist from the Koos/Vmeste movement) and
Russian citizen Andrei Andronov. The Estonian Minister of Interior Lauri
Lidnemets said that Peterson’s activities could threaten Estonia’s security, and
Peterson had to cooperate with Russian special services to get to the front line
in Donetsk*®. According to the indictment, Peterson and Rusti also organised
non-violent activities against the Republic of Estonia’s independence, sover-
eignty and territorial integrity from October 2022 to March 10, 2023, based
on instructions from the Russian Federation. On September 7, 2023, the State
Prosecutor’s Office submitted the criminal case to the court®.

52

E. Voomets, M.A. Lind, Riigikokku piirgiv Aivo Peterson kdis Moskvas ja joudis okupeer-
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Baltic Region, NATO STRATCOM COE, Riga 2024, pp. 34-44.
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In January 2023, the Estonian newspaper Eesti Ekspress wrote that in Esto-
nia’s largest Russian-language social media group, Facebook “Tallintsy”, mem-
ber of Estonian conservative party EKRE®* Vsevolod Jiirgenson®” claimed that
President of Ukraine Volodymyr Zelenskyi was a drug addict and he also claimed
that 99% of Estonia’s aid to Ukraine was being stolen®. According to Jiirgenson,
helping Ukraine is pointless because it is the most corrupt country in the world.
Vsevolod Jiirgenson claimed that: “The president of Ukraine is a drug addict!”.
“Our aid won't get there — maybe it will be stolen in Latvia, maybe in Poland”.
EKRE's response to Jiirgenon’s statement was quick. EKRE reached out to the
Estonia press to state that “EKRE unequivocally supports Ukraine’s fight for
its state, its people and its independence” and that they have voted in favour of
all the resolutions for supporting Ukraine. “Many party members are making
personal efforts to support Ukraine by collecting donations and taking them to
Ukraine themselves”. EKRE also officially highlighted that Jiirgenson does not
represent the EKRE in any elected representative body and that he has never
been a candidate for the EKRE and will not stand for the upcoming elections as
a candidate on EKRE’s list for the State Assembly™'. Therefore, shortly after-
wards, EKRE expelled Vsevolod Jiirgenson from the party®?. It should be noted
here that the EKRE mainly supports Ukraine in the Russo-Ukrainian war, and
many members of the EKRE send or help send humanitarian aid, equipment,
etc., to Ukraine. For example, among the members of EKRE, some of the big-
gest supporters of Ukraine in connection with the Russian military invasion in
the Ukrainian war are the European Parliament, Jaak Madison® and Anti Pool-
amets, the Estonian Parliament, and others®.

Estonian Conservative People’s Party.

%% Jiirgenson joined the EKRE in November 2021. Before that, he belonged to the Centre Party
for two decades.
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In addition to such “opinion leaders” and local Estonian (mainly Russian-speak-
ing, but not only) but pro-Russian politicians, Russia uses agents of influence
and pro-Kremlin activists against Estonia. One such example is Sergei Sere-
denko, a Estonian United Left Party member and an activist in the pro-Rus-
sian group “Immortal Regiment”. For years, Sergei Seredenko spread anti-Es-
tonian messages and narratives, accusing the Estonian government and people
of Russophobia and Nazism®. Sergei Seredenko actively collaborated with Rus-
sian propaganda channels, in which he constantly alienated Estonians from Rus-
sian-speaking people and claimed that Estonia was a Russophobic country. He
was arrested on suspicion of anti-Estonian activities and, in 2022, was convict-
ed of treason against Estonia and sentenced to prison®. According to the indict-
ment, from November 2009 to March 2021, Seredenko actively cooperated with
pro-Russian forces and assisted persons acting on behalf of the Russian govern-
ment authorities in non-violent activities against the constitutional order, sov-
ereignty and territorial integrity of Estonia, and supported their anti-Estonian
intelligence activities, providing information, writing and publishing articles
under their instructions®.

In the following sub-section, I examine the Russian strategic narratives pre-
sented to Estonia and the West in recent years during COVID-19.

Uudised” 10.03.2022, https://uueduudised.ee/uudis/eesti/video-anti-poolamets-me-peame-
ukraina-rahvast-aitama-see-on-ka-eestlaste-voitlus (access: 14.03.2023); I. Ploom, V. Sazo-
nov, N. Foster, The Impact of War..., op. cit., p. 239.

RuBaltic.ru, Cepedenxo o éoccmanosnenuu namsmuuxa scacosyam 6 demonuu: EKRE
Haoo npusnaéame Hayucmckou napmueti, RuBaltic.ru, 8.08.2019, https://www.rubaltic.ru/
news/08072019-seredenko-o-vosstanovlenii-pamyatnika-esesovtsam-v-estonii-ekre-na-
do-priznavat-natsistskoy-partiey (access: 3.01.2024); S. Seredenko, Dcmonus, okonuamenshulii
ouaznos, 2014, https://infosila.ee/main/1182-sergey-seredenko-estoniya-okonchatelnyy-di-
agnoz.html (access: 20.01.2024).
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2.02.2024).
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Russian Strategic Narratives during COVID-19. Some Examples

A characteristic feature of Russian strategic narratives is that they are destructive.
They aim to destroy their potential adversary. Beside the Russian-speaking com-
munity, the Kremlin very often targets various populist movements and groups in
Europe (including Estonia), from left to right, etc. Interestingly, Russia claims to
protect and promote religion against liberalism and tries to promote the idea that
Russia protects conservative and family values®®. Therefore, in this subchapter,
I briefly look at the Russian strategic narratives that the Kremlin creates and uses
as tools to influence target audiences in the West, and especially in Estonia, before
and during the waves of COVID-19. One of the tactics they use is the dissemina-
tion of strategic narratives as a soft power tool®, which the Kremlin deploys with
Western audiences in mind, including the Baltic states and particularly Estonia™.

In one of our studies, Holger Mélder and I”' examined pro-Russian media
outlets during the escalation of the COVID-19 pandemic in spring 2020. In this
chapter, we showed that strategic narratives created and disseminated by the
Russian Federation in early 2020 for target audiences in Estonia tried to em-
phasise three things. Firstly, they evoked political and economic motives relat-
ed to government policies in all three Baltic states, including Estonia. Secondly,
they used status-related motives to disrupt the international system and West-
ern-led political institutions (e.g., NATO, EU, etc.) throughout the Baltic states.
Thirdly, conflictual motives were highlighted, indicating opposing identities
between the Russian and Baltic nations, identities that have often emphasised
a perceived Russophobic context in Baltic identity building. These Russian stra-
tegic narratives were created and spread by the Kremlin, and they are part of
the Kremlin’s strategic aim to destroy the unity of the Western world. Its goals
are the creation of ideological and political tensions within the European Un-
ion, NATO, the EU, and the United States. The Baltic states have become im-
portant targets of information operations conducted by the Russian Federation
due to their geopolitical location (close to the Russian border) and, last but not
least, strategic importance’.
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During the first wave of COVID-19 in 2020, pro-Kremlin channels active-
ly transmitted anti-European hysteria and fears related to coronavirus and its
impact. Several topics were circulated, e.g., that the European Union would
not help the Baltic states and, that COVID-19 had destroyed the unity of the
European Union” or that the economy would soon collapse™. These were pro-
moted alongside the old topic of Russophobia in Estonia and the other Baltic
states’. In our recent article, Holger Mélder and I showed that Russia’s offi-
cial strategic narratives no longer speak about Estonia and the whole Baltic
region as a part of the Russian state. However, they are certainly still inter-
ested in their connection with the sphere of influence of the Russian Federa-
tion in which the Baltic states would possibly become a “window to Europe”,
allowing the Kremlin to put pressure on the EU and NATO. It is probably
the reason why the Kremlin is interested in fostering instability and chaos in
this region using quite visible and strong Eurosceptic and anti-NATO ideas”.
As Holger Mélder and I argue, “the main goal of Russia’s information activ-
ities and influence operations is to widen the political gap between Europe
and the United States and to reduce the U.S. contribution to NATO and Euro-
pean security. The second purpose is to shape public opinion and to mobilise
populist movements in the Western societies that oppose the liberal demo-
cratic principles and are sceptical about the constitutional guarantees of mi-
norities and the protection of individual rights on behalf of the Kremlin stra-
tegic interests”’®.

The Kremlin’s disseminated strategic narratives that describe the West and
its democratic institutions as very corrupt and in need of reform are why Mos-

cow supports and promotes alternative formats of international cooperation ex-
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cluding the West and its representatives — such formats as BRICS”. The Baltic
states are, in general, portrayed by Russian strategic narratives as failed states,
a poor and unsuccessful periphery of the EU, abandoned by their new West-
ern hosts. According to these Russian strategic narratives, the Baltic states are
currently facing very serious issues and deep problems in the economy, social
system, demography, etc., that appeared and became more and more serious
after leaving the Soviet Union. The political strategic narratives which were
constructed and disseminated by the Kremlin emphasise the role of the Rus-
sian Federation as holder of traditional conservative (e.g., family, Christian,
etc.) values, rescuing the world from the bad influence of Western liberal ide-
ology and democracy, which exists in the declining West®’. As we can see, the
strategic narratives disseminated by Russia are an integral and important part
of the Russian information war that Russia is conducting against the West.

In the next subchapter, I briefly focus on Russophobia, which the Kremlin
actively uses in its information warfare.

Russophobia as a Tool for Pressure

One common topic in Russian influence activity is Russophobia®, which is
a strategic narrative related to identity. Russia has promoted Russophobia for
decades for both domestic and foreign policy purposes, and historically, Russia’s
elite has concentrated much of the negative flow of information on Russia un-
der the narrative of Russophobia®?. This quite popular narrative of the oppres-
sion of the Russophone community in Estonia and the Baltic states generally
presents local Russian-speaking people “as a hated minority deprived of many
fundamental rights because of their national identity”®. The topic of Russo-
phobia is still very actively used by the pro-Kremlin media and by pro-Krem-

R.S. Hinck, R. Kluver, S. Cooley, Russia re-envisions the world: strategic narratives in Russian
broadcast and news media during 2015, “Russian Journal of Communication” 2018, no. 10(1),
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lin opinion leaders and authors*, including promoting the idea that journalists
are oppressed in Estonia®.

I now present one illustrative example of how pro-Russian-oriented opin-
ion leaders try to use and promote the topic of Russophobia in the context of the
spread of the COVID-19 pandemic. In October 2020, pro-Russian Dmitri Klen-
sky, an Estonian Russian-speaking opinion leader, ex-politician and journalist
(during the Soviet period, he worked in “Pravda”) published an article entitled
“Coronavirus exposed the Russophobia of the Estonian media or the technol-
ogy of manifestation of mild xenophobia” in which he highlighted how some
Russian-speaking Estonian opinion leaders use Russophobic ideas for their own
benefit. Pro-Russian activist Klensky accentuates:

Let us compare two news headlines about the same event: “Popov does not rule
out that COVID-19 is spreading more in the Russian-speaking community” and
“Popov: there is a tendency for an increase in the incidence of COVID-19 in Tal-
linn and Harju County” Feel the difference! It turns out that something is wrong
with the Russians; they are dangerous to Estonia. The first news was published
by the portal rus.postimees.ee, the second by rus.err.ee. The first was published
by a private media outlet, the second by public and legal, practically state-owned.
Both appeared immediately after the broadcast of the Russian-language ETV+
“Who will win?” on the topic “Is there a negative attitude towards certain na-
tionalities in the Russian media in Estonia?”®.

Dmitri Klensky uses the issue of Russophobia in the context of COVID-19
to paint the then Editor-in-Chief of the portal Rus.postimees.ee O. Lagashina
in a negative light, accentuating that she “almost swore on air” that the Russian
editorial office she headed was the ideal place for covering issues involving an

8 A. Baranov, E. Afonina, llpubanmuiickas pycogobus u eé ucmorxu, “Komcomonbckas
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D. Klensky, Koponasupyc pazobiauun pycogpoouro CMH Dcmonuu unu Texnonocus
nposnenus Ma2Kol kcenogoouu, Baltia.eu, 8.10.2020, https://baltija.eu/2020/10/09/koro-
navirus-razoblachil-rusofobiyu-smi-estonii-ili-tehnologiyaproyavleniya-myagkoj-ksenofo-
bii (access: 16.12.2020).



90 Vladimir Sazonov

ethnic motive. Nevertheless, this belies the headline of the news in question.
The headline already provocatively states that the “Russian community” of Es-
tonia is objectively more prone to the infection than the rest of Estonia. At the
same time, such an assessment is attributed to Arkadiy Popov (head of the am-
bulance service of Tallinn North Estonian Regional Hospital and the medical
headquarters for combating coronavirus created under the Health Department).
He said this on the morning program Terevisioon of the Estonian-language
channel ETV?. As we can see, the Russophobic topics promoted and dissem-
inated by the Kremlin and pro-Kremlin opinion leaders, such as Klenksy and
others, were created to show that there are serious issues with discrimination
against the Russophone community in Estonia. Thus, the Kremlin tries to cre-
ate a negative image of the Estonian state and its people for Western and Rus-
sian-speaking audiences alike. The next issue that should be discussed is con-
spiracy theories, which Russia uses as a tool of disinformation to influence its
target audience (Expert K, 2020; Expert L, 2020).

The narrative about Estonia’s Russophobia was strongly promoted by Rus-
sian propaganda also after 2022 when Russia invaded Ukraine. Recently, on Jan-
uary 16, 2024, Russian propaganda channel Baltnews tried to present Russian
spy Viacheslav Morozov former Professor of international political theory at
the University of Tartu was arrested in January 2024 in Estonia®® and present-
ed as a victim of the Estonian repressive system. According to this narrative,
Estonia is an anti-Russian and Russophobic state. Baltnews promoted the idea
that the “Estonian authorities continue to carry out political repression. Today,
it became known that the Security Police (KaPo) detained Vyacheslav Morozov,
a professor at the University of Tartu, who is a Russian citizen. He is accused of
“conducting intelligence activities”. In June 2024 Harju County Court (Estonia)
found Morozov guilty of activities against the Republic of Estonia and he was
sentenced to 6 years and 3 months in prison®. Propaganda of pro-Kremlin por-
tal Baltnews claimed that “Until 2010, Morozov worked at St. Petersburg State
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University. Note that this is not the only case of political persecution in Esto-
nia. Both Russian and Estonian citizens are subjected to them™°.

Last but not least, in the last subchapter, I briefly present some old and new
topics which Russia promoted in its propaganda for Estonian and, more broad-

ly, Western audiences in 2022-2024.

Some Notes on Trends in Russian Information Influence
Activities after 2022

During the large-scale war in Ukraine that Russia launched on February 24,
2022, the Kremlin has not changed much in its strategy of conducting informa-
tion war, except for some details and messages in the strategic narratives, which
will not be examined in this chapter. Like before 2022, Russia is still trying to
influence the Western world and harm the Euro-Atlantic security environment.
To this end, pro-Kremlin forces have created various strategic narratives that
shape world perceptions and policy preferences based on Russia’s objectives and
imperialist policies. Recently (as also previously), the Kremlin has placed par-
ticular emphasis on Russophobia and Nazism. The propaganda of the terrorist
puppet republics, the Luhansk and Donetsk People’s Republics, consistently tries
to claim that Ukraine is carrying out genocide in Donbas and that Ukrainians
are bombing kindergartens in the process. It is spread, for example, by the Tel-
egram group ,Donbas resajet”!. Other narratives are also being spread on Rus-
sian propaganda channels on Telegram, such as “Ukraine is becoming the main
springboard for armed confrontation between Russia and Europe” and Rus-
sia’s “denazification mission is becoming international”. The same propagan-
dist group claims that there have been British troops in the Donbas for years,
who are now taking part in the war on Kyiv’s side. Another narrative circulat-
ed on Telegram was that 150 civilians in Mariupol were used as human shields
by Ukrainian nationalists’. The same narrative was also spread in the main-

stream media in Russia. The propaganda channel Interfax wrote on March 7,
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2022, that, according to Igor Konashenkov, an official representative of the Rus-
sian Defence Ministry, fighters of the Donetsk People’s Republic clashed with an
armed Ukrainian nationalist unit in the town of Mariupol on March 6, 2022%.

Such fake news and propaganda narratives are widely circulated in Rus-
sian and social media. One of the results of the information war could be the
spread of a culture of fear and panic in society. A culture of fear creates insecu-
rity and instability, as well as heightened anxiety in social discourses and rela-
tionships, which is the result of emotional reactions’. Fearmongering is also
widely used in strategic narratives created by Russia in connection with mili-
tary exercises (e.g., Zapad), as well as genocide and terror against the Ukraini-
an people. As Brzezinski has aptly pointed out, a culture of fear obscures caus-
es, inflates emotions, and allows demagogic politicians to use public opinion
more easily to support their policies™. Thus, the genocide and other war crimes
committed in Butcha and other places, in which Ukrainian civilians were bru-
tally killed by Russian soldiers, are not only genocide against Ukrainians but
also an information operation aimed to scare civilians and create fear among
people in Ukraine and Europe.

Russian propaganda channels also promote narratives which aim to dehu-
manise Ukrainian people. For example, during the Russo-Ukrainian war, sev-
eral Russian propaganda channels claimed that there were a lot of Satanists in
Ukraine; among them, there were some in Mariupol (the town that the Rus-
sian Armed Forces fully destroyed), but also in other towns of Ukraine®. This
narrative has become popular on several Russian propaganda channels. For ex-
ample, TV Zvezda, a propaganda channel run by the Ministry of Defence of the
Russian Federation, has claimed that there is a conflict in Ukraine and that it
is not a war but that this conflict is being fuelled by the United States, Canada,
Poland, the UK, Germany, and the Baltic states, that it has become a laboratory

Interfax, Poccutickue goennbie COOOWUIU O MANHCEIOM NonodceHuu dcumeneu Mapuynons,
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for right-wing extremist terrorism, where thousands of Nazi-backed Satanists
from 35 Western countries are preparing for a global war?®’.

In December 2023, pro-Kremlin propaganda channels began to promote
a new strategic narrative, claiming that Ukrainian President Zelensky’s visit
to the U.S. will neither help nor save Ukraine while the Russian army has gone
on the offensive and that the U.S. no longer has the hubris to support Ukraine
or to support it sufficiently to withstand Russian military attacks. In Decem-
ber 2023, Zelensky visited Washington and tried to lobby Congress of U.S. and
the U.S. administration to continue supporting Ukraine with military aid and
financial assistance in the Russia-Ukraine war. According to this narrative,
Zelensky’s visit to the U.S. is another attempt by Joe Biden to secure funding
for Ukraine. The author of this article, published on December 13, 2023, in the
Russian propaganda portal “Inosmi”, promoted the idea that then U.S. Presi-
dent Joe Biden is pushing hard for additional funding for Ukraine and is strong-
ly resisting Republican demands for tighter border security in return for their
support for Ukraine. However, even if Kyiv is allocated billions of dollars from
‘Washington, it will not change the war’s course. The author of this propagan-
da article is keen to point out the idea that Russian troops are advancing and
strengthening. At the same time, it is much harder for the Ukrainian armed
forces to achieve this, even with American help and support®.

Conclusion

In this chapter, I have only mentioned some examples of the Kremlin’s chan-
nels and tools of influence used in Estonia, especially for Estonia’s Russophone
community during 2014-2024. The Kremlin’s propaganda uses all opportuni-
ties and possibilities, and COVID-19 is a good example of how it works. Russia’s
influence operations have been spreading strategic narratives to promote nar-

ratives of Pax Russica among the Russophone community in Estonia for years,
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trying to influence the whole Estonian society, to divide it, to harm it, but also
to influence the political and economic environments.

Therefore, we should also consider that the Russophone community in Es-
tonia is not homogeneous, as it is sometimes portrayed in some research or me-
dia; it is visibly fragmented, with several Russian-speaking minorities made up
of different people with different views. However, large parts of this group be-
long to the field of Russian media discourse, as they are the target of Russian in-
formation activities and could potentially be influenced by the Kremlin in pro-
moting Pax Russica. Russian strategic narratives also shaped world perceptions
and political preferences in line with the Kremlin’s foreign policy goals during
COVID-19 and the Russo-Ukrainian war.

Last but not least, it should be noted that the Kremlin’s strategic narratives
are aimed at potential target audiences, including populist movements, radical
(but also non-radical) political figures and forces, various international target
groups, alternative or anti-establishment groups, anti-US, anti-NATO move-
ments, anti-EU, etc.
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CHAPTER 6
The European Union’s Policy on Disinformation

Wojciech Kotowicz

Introduction

In today’s globalised world, disinformation has become one of the most impor-
tant challenges facing European Union countries. The widespread spread of fake
news, data manipulation and deliberate misrepresentation of the public can have
serious consequences for the political and social stability of the continent. The
chapter aims to analyse the European Union’s policies in the face of threats from
disinformation and to assess the actions taken to build the resilience of Member
States to this type of phenomena. The research hypothesis assumes that the ex-
isting EU initiatives, although important, are insufficient to effectively combat
disinformation and require further development. In the digitalisation era and so-
cial media’s growing influence, disinformation has seriously challenged democ-
racy and information security. The chapter focuses on the discussion of key EU
documents, such as the “Action Plan against Disinformation” (2018), the “Code of
Practice on Disinformation” (2018), and the “Regulation on Digital Services Act”
(2022). Through an analysis of the content of these documents and a review of
the scientific literature, the main EU strategies in the fight against disinforma-
tion, their effectiveness and the challenges related to their implementation will be
presented. The article’s conclusions are aimed at indicating the directions of fur-
ther research and policy actions in counteracting disinformation at the EU level.
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Disinformation as a Challenge for Democratic Countries

Disinformation is the deliberate spread of false or misleading information to
manipulate public opinion, create chaos, and political or social instability, and
influence the outcome of elections'. With the dynamic development of digi-
tal technologies and the growing importance of social media, this phenome-
non has become one of the key challenges for modern democracies?. In the era
of the digital revolution, disinformation has become an inseparable element of
the media landscape. The rise of social media and the Internet has contributed
to the rapid spread of fake news, which can profoundly impact politics and so-
cieties worldwide’.

By definition, disinformation differs from simple misinformation, which in-
cludes unintentional miscommunication, in that it is an intentional action to the
recipient’s detriment’. Therefore, disinformation is a subcategory of misinfor-
mation, except that it is deliberately spread. In other words, both of these con-
cepts describe false claims, but while misinformation can be shared haphazardly
and without malicious intent, misinformation is intended to mislead®.

Disinformation has a particularly dangerous impact on democratic process-
es, as it undermines trust in institutions, undermines the authority of the me-
dia, and fosters social polarisation. It is emphasised that through algorithms
promoting controversial content, social media are becoming an ideal tool for
spreading disinformation. As an example, the presidential elections in the Unit-
ed States in 2016 and 2020 can be indicated. At that time, false information on
social media was used to undermine trust in the electoral system and promote
or discredit candidates®. Disinformation has become a tool to influence voters’
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decisions, especially in key states with small differences in votes. Research in-
dicates that fake news can influence perceptions of candidates and their poli-
cies and can also contribute to political polarisation’.

Disinformation undermines citizens’ trust in democratic institutions, includ-
ing the media, the government and the electoral process. The spread of false in-
formation, such as conspiracy theories or manipulated news, undermines the
credibility of traditional sources of information and leads to so-called reality ap-
athy. Consequently, citizens may become more vulnerable to manipulation and
their ability to make informed political decisions is weakened®.

Disinformation can also result from online trolls, bot farms and information
campaigns organised by state actors, notably seen during the 2016 US elections
and other European political campaigns. This phenomenon is a “side effect” of
the development of the Internet, which, on the one hand, democratises access to
information, but on the other hand, facilitates the dissemination of false content.
On a global scale, authoritarian states such as Russia are actively using disinfor-
mation as a foreign policy tool to destabilise Western democracies and weaken
NATO and the European Union’. They also conduct disinformation campaigns
to influence elections and referendums in democratic countries'.

The dangers of disinformation are not only in the political sphere, but also
in security, public health and the economy. An example is disinformation re-
lated to the COVID-19 pandemic, where false information about vaccines was
widely spread, which affected the decline in trust in health measures and made
it more difficult to fight the pandemic. The main source of disinformation were
social media such as Facebook, Twitter and Instagram'. It is noted that during
the COVID-19 pandemic, social media was the main platform for sharing knowl-
edge but at the same time spreading false information about vaccines, which sig-
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nificantly impacted vaccination coverage. One study found that misinformation
on social media increased belief in conspiracy theories, resulting in scepticism
about vaccination. Even a small increase in misinformation could have led to
significant declines in vaccination rates in society'%.

Understanding its mechanisms is key to recognising the risks associated with
disinformation. Disinformation preys on the human tendency to consume infor-
mation quickly and superficially, often under the influence of emotions, which
leads to the dissemination of false content without prior verification. Studies
show that disinformation spreads faster than real news, making its effects diffi-
cult to reverse”. Through their algorithms, social media platforms also unwit-
tingly contribute to this phenomenon by promoting content that engages users
emotionally, increasing their chances of further sharing. Emotional engagement
of users, especially in the case of content that evokes fear, anger or awe, signif-
icantly accelerates the spread of misinformation'.

Disinformation seriously threatens modern societies’ functioning, undermin-
ing democratic foundations, trust in institutions and shared public discourse®.
Tackling this phenomenon requires coordinated action, including media edu-
cation, strengthening media transparency and better regulation of social me-
dia platforms.

Due to these conditions, the European Union has been undertaking numer-
ous initiatives to counter disinformation and its negative effects for years. In
response to the growing threat to democracy and social cohesion, the EU insti-
tutions are developing strategic documents and legal regulations. They aim to
strengthen the resilience of citizens and the media to fake news and create a le-
gal framework for more transparent functioning of digital platforms.
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Action Plan against Disinformation (2018)

The “Action Plan against Disinformation” was adopted by the European Union
on December 5, 2018'. This document was developed by the European Com-
mission and the European External Action Service (EEAS) to strengthen the
Union’s capacity to counter disinformation, particularly in the context of the
upcoming European Parliament elections in 2019.

The main reason for adopting this document was the growing threat to de-
mocracy from disinformation campaigns by third countries, especially Russia".
Russia’s information operations were aimed at manipulating public opinion
both in the European Union countries and in the United States'®. Disinforma-
tion was aimed at weakening trust in democratic institutions, polarising soci-
eties and political manipulation in the interests of the Kremlin. Their aim was
not only to destabilise democratic processes in the European Union countries,
but also to arouse social divisions. This problem has been particularly exacer-
bated during the crisis in Ukraine and during the election period in the United
States and Europe, when false information and manipulation of public opinion
could have affected the election results. Disinformation has therefore become
an important tool of political influence, and the European Union’s response to
these threats has been the “Action Plan against Disinformation”, which aims to
reduce this type of threat.

The document points out that disinformation campaigns, particularly those
conducted by third countries, are often part of hybrid warfare, including cy-
ber-attacks and network hacking. Evidence shows that foreign state actors in-
creasingly use disinformation strategies to influence public debates, create di-
visions, and interfere in democratic decision-making. It is noted that actors
spreading disinformation can operate inside or outside Member States, and can
be both state (or government-sponsored) and non-state actors. More than 30

countries use disinformation and conduct activities to exert influence in var-

Joint Communication to the European Parliament, the European Council, the Council, the
European Economic and Social Committee and the Committee of the Regions — Action plan
against Disinformation, Brussels, 5.12.2018 JOIN(2018) 36 final, https://eur-lex.europa.eu/
legal-content/EN/TXT/PDF/?uri=CELEX:52018]C0036&qid=1727540976809.

J. Bayer, The European response to Russian disinformation in the context of the war in Ukraine,
“Hungarian Journal of Legal Studies” 2024, vol. 64, no. 4, pp. 592-594.

8 M.J. Kelley, Understanding Russian Disinformation and How the Joint Force Can Address It, “Pa-
rameters” 2024, vol. 54 no. 2, pp. 39-52.
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ious ways, including on their own territory. The use of disinformation by ac-
tors in Member States is a growing problem across the Union. There have also
been cases of disinformation by non-state actors within the Union, for example
in relation to vaccination. As for external entities, it was pointed out that there
is strong evidence of such activities carried out by Russia".

According to the European Commission, only comprehensive actions can be

effective in the fight against disinformation. These include four key principles:

1. Increase the transparency of information, which allows citizens to bet-
ter assess its credibility.

2. Promoting content diversity, which supports the formation of opinion
based on critical thinking.

3. Increase trust in information with the support of authoritative sources
and flaggers, making assessing how much content can be trusted easi-
er. It is also important to improve the ability to identify sources of in-
formation.

4. Introduction of inclusive solutions, such as education in disinformation
and modern media. These activities should involve all stakeholders: pub-
lic institutions, online platforms, advertisers, journalists and the media®.

According to the document, the European Union intends to take many ac-

tions aimed at a coordinated response to the threat of disinformation. The plan
is based on four main pillars. The first pillar focuses on improving the capaci-
ty of the EU institutions to detect, analyse and expose disinformation. To this
end, it is planned to strengthen the Strategic Communication Teams and EU
Delegations by hiring additional staff and implementing new analytical tools.
The second pillar is to strengthen coordinated and joint responses to disinfor-
mation by setting up a rapid alert system that will allow data to be shared and
the situation to be assessed in real-time. Member States should designate con-
tact points to cooperate with this system. The third pillar mobilises the private
sector to fight disinformation, particularly online platforms, which should im-
plement the Code of Practice on Disinformation. The European Commission
intends to monitor its implementation and take further action if necessary. The
fourth pillar focuses on raising public awareness and increasing society’s resil-
ience to disinformation through information campaigns, training and support

¥ Joint Communication, op. cit.

20 Ibidem.
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for independent media and quality journalism. Member States should further
support creating teams of independent fact-checkers and researchers?.

The document highlights the need for united action by the EU institutions,
Member States, the private sector and civil society to effectively counter dis-
information. It also calls for the swift implementation of the proposed actions
and continuous monitoring of their effectiveness.

Following the publication of the above document, the studies highlighted its
positive aspects, such as its reliance on the principles of transparency and account-
ability. The plan to increase financial outlays on identifying and exposing disin-
formation is also considered valuable. A real-time alert system has also been cre-
ated, and digital companies such as Google, Facebook, Twitter and Mozilla have
signed the voluntary EU Code of Practice, which sets some standards for fight-
ing disinformation. It is emphasised that although the implementation is slow, it
is a step in the right direction and offers a solid basis for further action?. It is im-
portant to realise that democracies may not be able to stop all disinformation, but
they can reduce it and, importantly, do so within democratic norms. The answer
cannot be censorship or making governments the arbiters of truth, but rather de-
veloping standards for the transparency and integrity of the Internet and limiting
the space for misinformation, urging social media to develop common standards.

Code of Practice on Disinformation (2018)

The Code of Practice on Disinformation, published in October 2018%, is a pio-
neering attempt to involve tech giants in the fight against fake news. The Code
was created in response to growing concerns about the impact of disinforma-
tion on democratic processes, particularly in the context of elections. Its main
goal is to increase the transparency of online political advertising and reduce the
spread of fake news online. This voluntary set of guidelines is aimed at platforms
such as Facebook, X (formerly Twitter), Instagram, TikTok, Meta or Google and
aims to curb the spread of disinformation online. This Code aims to set out ac-
tions that signatories can take to address the challenges posed by disinformation.

2t Ibidem.

22 A.Polyakova, D. Fried, Democratic Defense Against Disinformation 2.0, Washington 2019, pp. 4-5.
Code of Practice on Disinformation, https://digital-strategy.ec.europa.eu/en/library/2018-code-
-practice-disinformation.
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The main objectives and principles of the Code* are as follows:

1. Providing mechanisms to protect against disinformation. The signatories
commit to implementing policies and processes limiting disinformation
actors’ revenues and improving ad placement control.

2. Transparency of political and thematic advertising. The Code emphasis-
es the importance of transparency in political advertising, allowing us-
ers to understand why an ad is targeting them and to disclose the identi-
ties of sponsors of political ads.

3. Service integrity. The signatories commit to shutting down fake accounts
and introducing clear rules for bots to avoid confusing their actions with
human interactions.

4. Empowering consumers. The Code promotes investment in technolo-
gies that prioritise reliable information and provides users with the tools
to report disinformation and discover different sources of information.

5. Supporting the scientific community: Signatories commit to supporting
research on disinformation, making fact-checking data available, and col-
laborating with academics and civil society organisations.

The Code also highlights the importance of collaboration between signato-
ries, governments, educational institutions, and other stakeholders to improve
critical thinking and digital media literacy. The document also obliges platforms
to take several key actions. First, they are intended to increase the transparency
of political ads, which will allow users to better understand who is trying to in-
fluence their views and why. Secondly, platforms should cooperate more close-
ly with fact-checkers, i.e., independent fact-checkers. Third, they commit to re-
moving fake accounts, often a misinformation source®.

It should be noted that the Code is undoubtedly a step in the right direction,
but there is no shortage of voices critical of this solution. The main accusation
is the lack of mechanisms for enforcing its provisions, which in practice means
that platforms can be selective in their approach to the implementation of com-
mitments, and this significantly limits the effectiveness of the fight against dis-
information. For example, one study noted that the qualitative information
platforms provide is often imprecise or irrelevant, and the quantitative data is
incomplete or uncertain®. The Code is part of a wider EU effort to fight disin-

2 Ibidem.

»  Ibidem.

% S. Miindges, K. Park, But did they really? Platforms’ compliance with the Code of Practice on Dis-
information in review, “Internet Policy Review " 2024, vol. 13, no. 3, pp. 3-21.



The European Union’s Policy on Disinformation 109

formation, including other initiatives such as the Rapid Alert System and sup-
port for independent journalism. However, it is pointed out that self-regulation
alone may not be sufficient to effectively tackle online disinformation.

Another questionable issue is the liability of platforms and the voluntary na-
ture of their participation in implementing the Code. Critics argue that with-
out the legally binding obligations in the Code, tech giants can treat these ac-
tions as a PR tool rather than a viable instrument for change”. To sum up, the
Code is undoubtedly an important, but imperfect initiative. While it sets a cer-
tain course of action, its effectiveness will depend on the goodwill of platforms
and possible future legal regulations in this area.

Regulation on Digital Services Act (2022)

The Digital Services Act (DSA) was adopted by the European Parliament and
the Council of the European Union on October 19, 2022%. It is one of the key
pieces of legislation regulating the digital market in the European Union and is
an important part of a broader EU initiative, the so-called Digital Single Mar-
ket. This document is an important step towards redefining the rules of oper-
ation of online platforms, emphasising their responsibility for content modera-
tion and eliminating threats. It has been noted that the expansion of the online
space has contributed to an increase in threats such as disinformation, illegal
content, cyberbullying or the sale of dangerous products. In response to these
problems, the European Union has taken action to strengthen the protection of
users’ rights and ensure a safer digital environment.

One of the key elements of the DSA is the fight against disinformation, which
is seen as a serious threat to society and democracy. The spread of fake news can
lead to serious social consequences, such as manipulating public opinion, incit-
ing hatred, and destabilising democratic processes. This document introduces

many measures to reduce the spread of fake news:

¥ M. Dragomir, J. Ruas-Aratjo, M. Horowitz, Beyond online disinformation: assessing national

information resilience in four European countries, “Humanities and Social Sciences Communi-
cations” 2024, no. 11, pp. 7-8.

2 Regulation (EU) 2022/2065 of the European Parliament and of the Council of 19 October
2022 on a Single Market for Digital Services and amending Directive 2000/31/EC (Dig-
ital Services Act), https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX-
:32022R2065.
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1. Transparency obligations — Online platforms must provide more trans-
parency on content moderation, including publishing information about
content removal decisions and their reasons. It is to allow for better con-
trol over how platforms deal with misinformation.

2. Decision database — The European Commission is to maintain a database
of platforms’ decisions to remove or restrict access to content. It is to en-
able monitoring and analysis of the actions taken by platforms in the field
of content moderation.

3. Trusted flaggers — the document creates a system of “trusted whistleblow-
ers”, i.e., organisations or institutions that specialise in identifying and
reporting harmful and illegal content. Platforms must prioritise reports
from such entities to increase the effectiveness of the fight against disin-
formation.

4. Prohibition of dark patterns — The DSA prohibits using the so-called “dark
patterns” that can mislead users or manipulate their decisions. Such prac-
tices can be used to promote misinformation.

5. Codes of Conduct — The DSA encourages the creation of voluntary codes
of conduct to support the fight against disinformation. Those codes should
include measures to reduce disinformation’s negative impact on society.

6. Reporting and oversight — Digital service providers must regularly
publish reports on their content moderation activities, including statis-
tics on removing disinformation content. It will increase public oversight
and allow for a better assessment of the effectiveness of platform actions.

7. Cooperation with national authorities — The DSA provides for coop-
eration between the European Commission and national coordinators of
digital services to monitor and enforce rules on disinformation®.

The DSA aims not only to protect users from disinformation but also to en-
sure that online platforms operate responsibly and transparently, which is ex-
pected to contribute to increasing trust in digital services in the European Union.

One of the main problems with the DSA is its lack of consistency with pre-
vious European Union legislation, such as the Consumer Rights Directive and
the E-Commerce Directive. Transparency obligations imposed on platforms are
seen as duplicating existing rules, but not in a sufficiently harmonious way. It
is pointed out that while the DSA is trying to address disinformation, there is

2 Ibidem.
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concern that platforms may not be able to effectively identify and remove dis-
information content without violating freedom of expression. Some researchers
point out that the DSA avoids establishing clear rules for monitoring content,
which leads to ambiguity about the liability of platforms for illegal content. The
lack of precise guidelines on the scope of monitoring can lead to platforms act-
ing with excessive caution, which can lead to content censorship. Automating
this process can lead to errors and unwarranted removal of legal content, which
can harm the free exchange of information in the long run®.

Conclusion

Disinformation is one of the most serious threats to modern democratic states,
and its negative impact on political and social stability and electoral processes
cannot be overestimated. An analysis of European Union policies shows that
despite many important steps, such as introducing the “Action Plan against
Disinformation”, the “Code of Practice on Disinformation” or the regulations
contained in the Digital Services Act, the fight against disinformation requires
further, integrated actions. These documents indicate the growing awareness
of the problem among the EU institutions and the need for a coordinated re-
sponse from governments, online platforms and the public. However, exist-
ing tools are often not effective enough and their implementation faces nu-
merous challenges.

Increasing the transparency of online platforms and strengthening mech-
anisms to effectively tackle disinformation without violating fundamental
rights such as freedom of expression remains essential. It should also be noted
that stronger steps are also needed in the field of public education, aimed at in-
creasing citizens’ resilience to fake news and the development of independent
fact-checking institutions.

3% P.G. Picht, H. Richter, EU Digital Regulation 2022: Data Desiderata, “GRUR International” 2022,
vol. 71, no. 5, pp. 395-402.
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CHAPTER 7

Disinformation in the Russian Media.
The Context of Poland’s Security

Waldemar Tomaszewski

Introduction

The subject of the chapter is the media. The activity of the media has been an-
alysed in terms of their use to achieve the goals of the undemocratic regime,
which has been presented in the example of the media in Russia. The relation-
ship between disinformation in the media and the security of the Polish state was
taken as the leading context of consideration. In order to carry out the adopted
research task, the following methods were mainly used: institutional and legal,
comparative and systemic. Some of the material was collected by observation.

The literature used in the work, apart from classic studies in political and
state studies, includes media and legal aspects. Moreover, foreign materials col-
lected during conferences and internships were used, they are not widely avail-
able in Polish resources. The conclusions and analyses presented regarding the
media in Russia are partly based on direct observation.

Disinformation in Russian Media

In contemporary political science concepts, the media, as the “fourth estate”,
should be an indispensable component of democracy. As a factor not only of in-
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forming but also stabilising and inhibiting the system of separation of powers
and an important tool of control over the classic Montesquieu' model. The media
are also, in principle, the basic element of society’s influence on the authorities.
However, as a subject of public trust, the media in non-democratic regimes are an
instrument used to manipulate society. An example can be the media in Russia.
It should be noted that for about 60% of Russians, the primary source of in-
formation is public television — TV channels: Rossiya 1 and Rossiya 24*. In recent
years, for example, the broadcast time of the program about the events of the
week - “News of the Week”, hosted by Dmitry Kiselyov, has been extended. He
is also the head of the government news agency Rossiya Segodnya. The broad-
cast of the program “60 minutes”, hosted by a married couple: Olga Skabeeva and
Yevgeny Popov, to twice a day on weekdays, was also increased. Similarly, the
broadcasting time of the daily program “An Evening with Vladimir Solovyov”
has been increased, which lasts about three hours. Each of the mentioned pro-
grammes and their hosts are directly involved in the propaganda of the Russian
government’s actions. The Internet in Russia is also not free from the influence
of the authorities and is usually used only for propaganda purposes. This ap-
plies, for example, to such news platforms as: “Konsomolskaya Pravda’, “Sput-
nik”, “RIA Novosti”. The basic tool for searching for information is Yandex.
The Russian regime is ruthless to any actions taken by the media outside the
control of the authorities. An example is the recognition of the SIA Medusa Proj-
ect, the publisher of the independent portal “Meduza”, as an “undesirable organi-
sation”, which meant that the news service was banned from operating in Russia®.

Montesquieu, O duchu praw, Warszawa 2017; T. Litwin, K. Labedz, M. Nie¢, Czwarta wiladza,
Ujecie wieloaspektowe, Krakow 2023; M. Sokotowski, Media w Polsce. Pierwsza wladza IV RP?,
Warszawa 2007.

This is confirmed by experts from OSW from Warsaw, see: K Chawrylo, Propaganda masowe-
go razenia. Rosyjska telewizja w obliczu wojny, https://www.osw.waw.pl/pl/publikacje/komen-
tarze-osw/2022-05-06/propaganda-masowego-razenia-rosyjska-telew (access: 17.04.2023);
A. Legucka, Dezinformacja jako element wojny informacyjnej Federacji Rosyjskiej — zaloZenia i efek-
tywnosc, “Sprawy Miedzynarodowe” 2020, no. 4, pp. 160-184; M. Musial-Karg, A. Lukasik-
-Turecka, Disinformation in the Media Space During the War in Ukraine: How did Kremlin's fake
news blame Ukraine, the USA and NATO for the Invasion, [in:] The War in Ukraine. (Dis)informa-
tion-Perception-Attitudes, eds. M. Musial-Karg, N. Lubik-Reczek, Berlin 2023, pp. 13-38.

B. Lewicki, Rosyjski niezalezny portal "Meduza" uznany za “organizacje niepozqdang’, Dziennik.
pl 26.01.2023, https://wiadomosci.dziennik.pl/swiat/artykuly/8646578,portal-internet-ro-
sja-meduza-organizacja-niepozadana-zakaz-dzialalnosci.html (access: 23.06.2023).
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It should also be remembered that already in 2019, Russia attempted to com-
pletely cut itself off from the global Internet, in which all Russian operators par-
ticipated. A special law has been issued in this matter, the so-called decree on
the sovereign Internet’. Since February 2022, following the start of the war in
Ukraine, Russia has been steadily improving its system of disconnection from
the Global Domain System (DNS).

The importance of the media for strengthening the regime in Russia can be
evidenced by the Russian Federation President Vladimir Putin’s speech, delivered
on February 21, 2023°. In his speech, he mentioned three areas of warfare: mili-
tary, economic and media. Therefore, the media dimension was treated symmet-
rically to other spheres of the war. This approach has resulted in numerous media
activities aimed at distorting reality and propagating pro-Russian information®.

The dimension of using Russian media for propaganda is obvious and wide-
ly commented’. Therefore, the main subject of these considerations is the issue
of the security of the Polish state. In this aspect, securitisation and polystrate-
gy were analysed as instruments for influencing public sentiment, with the use
of disinformation by Russia.

An example of the use of the media to create moods in Russian society is the
Day of National Unity ([leas napoguoro eguuctsa). It is a holiday related to the
removal of Poles from the Kremlin (celebrated on November 4 to commemo-
rate the events of 1612). It was established in December 2004, and what is in-
teresting and very important, it replaced the celebration of the outbreak of the
Bolshevik revolution on November 7, which took place in 1917. Thus, a symme-
try was created between the seriousness of the two historical events, and even
the priority of 1612 was recognised. One can ask the following question: What
was the purpose of this? From the Polish perspective, the period of the events
of the so-called Polish intervention in Russia, the “dmitriads”, and the so-called
great sorrow®, do not arouse much interest and do not constitute circumstanc-

3axkon o “cysepennom Pynere”, http://duma.gov.ru/news/51194 (access: 25.06.2023).
Mocnanue [pesupenta Penepansraomy Cobpanuto, 21.02.2023, http://kremlin.ru/events/
president/news/70565 (access: 23.05.2023).

See, e.g., report: A. Mierzynska, 43 portale nadajq codziennie antyukrairiskq propagande po pol-
sku, Oko.press 01.05.2022, https://oko.press/antyukrainska-propaganda-po-polsku-rapor-
t-z-sieci (access: 20.06.2023).

Extensive research on research, articles and reports on the spread of pro-Kremlin disinforma-
tion is presented in the project: EUvsDisinfo, https://euvsdisinfo.eu/pl (access: 30.08.2023).
8 L. Bazylow, Historia Rosji, Warszawa 2010, pp. 210-243.
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es that would be expected to be repeated. It is not even a fact commonly known
and evaluated in Poland; rather, it is taken up only in the circles of researchers
of political history.

It can be assumed that the actual purpose of establishing this public holiday
in Russia was to constantly remind about the fact of the attempt to take over
Moscow by Poles, and thus to permanently promote anti-Polish sentiments. In
the media message, made at the request of the regime, the act of securitisation
is being carried out, thus creating a sense of false threat from Poland, which has
threatened Russia in history. Such action is also needed for Russia’s polystrate-
gy, which (according to the regime) should consider historical events that may
repeat themselves, i.e., require preparation and even pre-emptive action. It is
dangerous because it causes: firstly, a genuine sense of threat in Russian society’,
and secondly, it is used as a justification for: armaments and war (which has been
called a “special operation”). These propaganda elements, as well as securitisa-
tion and polystrategy, were present in Vladimir Putin’s address of February 2023.

According to the regime’s assumptions, the Day of National Unity and its pro-
motion in the Russian media had one more goal — to maintain presidential pow-
er by V. Putin. The media have created a false image of the reality in which, af-
ter Putin’s possible resignation, Russia will plunge into another period of great
sorrow (cmyTHOe Bpems)'. As at the turn of the 16th and 17th centuries, after
the death of Tsar Ivan IV the Terrible, Russia will be threatened by the lack of
continuity of power because no political leader could replace Putin. The spectre
of great sorrow, created by the media, effectively affected society, which widely
accepted the extension of Putin’s presidency, potentially until 2036.

An interesting example of “disciplining” the media was the events in Russia
in 2019. Let us recall that in 2019, there were about 1500 protests in Russia, the
largest of which was in Moscow in defence of human rights and the opposition-
ist Alexei Navalny. The word “crisis” began to be used in the media space. The
regime banned it. [t was also pointed out, also to people of science, that the term
“crisis” is misused in an unauthorised and inadequate way to the situation (“cri-
sis” is, according to the Russian authorities, when a situation arises that threat-
ens the existence of the state). Moreover, for the sake of the so-called symmetry

Support for the Day of National Unity in Russian society in recent years has been around
70%, https://fom.ru/Proshloe/14638 (access: 17.04.2023).

10 Theses of the All-Russian Conference of Political Scientists, Moscow, December 2019;
TpaexTopuu nonurugeckoro passuts Poccuu. VIECTUTYTHL, mpoekTH, akTopsl, Mocksa 2019.
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of the message, the media presented very intensively the suppression of demon-
strations in EU countries (especially in Barcelona, during the attempt to break
away from Catalonia in 2019). Media freedom has also been legally restricted
under the guise of fighting “fake news”, acts from 2019 and 2022", which pro-
vide for high fines and imprisonment.

Russia has a long tradition of disinformation, mainly aimed at misleading
and exerting influence'?. Since the outbreak of the war in Ukraine, especially
since February 24, 2022, but also earlier, after the annexation of Crimea and the
start of operations in Donetsk and Luhansk in 2014/2015, the media in Russia
have been given new tasks: to justify the ,special operation’, to dehumanise the
Ukrainian population and to justify Russian losses. In the Russian media, many
activities are necessary to carry out these orders. Among the dominant theses
in the media at that time, the following appeared: the West is attacking Russia
through Ukraine; it is not enough to speak Russian and profess Orthodoxy - you
have to think like a Russian. Otherwise, it threatens Russia; it is better to die as
a hero than to be a worthless individual in society (this was also an element of
influence on Russian mothers whose sons died in the war); it is necessary to de-
nazify and demilitarise Ukraine. There were even shocking plans for de-Ukrain-
ization". This presents only selected aspects of the use of the media in the poli-
cy of the Russian regime, mainly in relation to the context of domestic politics.

From the Polish perspective, Poland’s image in Russian media is also im-
portant. Some examples have already been mentioned (e.g., the Day of National
Unity). In recent years (until the war in Ukraine), two anti-Polish topics in par-
ticular have appeared in the media. The first one concerned an unauthorised,
in the opinion of Russia, attempt to recover the plane after the catastrophe in
Smolensk. According to the Russian regime, it was to be used against Russia

denepanpusiit 3akoH oT 18.03.2019 Ne 31-03 O BHeceHMM M3MeHeHMI B cTaThio 15-3 Pe-
IepanbHOro 3akoHa 06 mHbopmManuy, NHGOPMALVOHHBIX TEXHOMOIMAX M O 3aIINTEe MH-
¢dopmauny; Penepanpusit 3akoH oT 4 Mmapta 2022 roga Ne 32-03 O BHeceHMYM M3MEHEHNMIT
B YronoBHbIN Kofekc Poccuiickoit Penepanyu u crateu 31 u 151 YronosHo-nporeccyanb-
HoTo Koziekca Poccnmiickoit Pepepanum (i.e., law on war censorship).

A. Demczuk, Trucizna nasza powszednia. Jak Kreml zawlaszczyl Internet i “zdemokratyzowal” dezin-
formacje, https://www.stopfake.org/pl/trucizna-nasza-powszednia-jak-kreml-zawlaszczyl-
-internet-i-zdemokratyzowal-dezinformacje (access: 28.08.2023).

13 Article by T. Sergeitsev, Co Rosja powinna zrobic¢ z Ukraing?, “RIA Nowosti” 03.04.2022; Ha
carite PYIA HoBocTy BEIIIIA KOMOHKA O HEOOXOAMMOCTH «/leyKpanHM3auu» YKpanHsl, ht-
tps://meduza.io/news/2022/04/04/na-sayte-ria-novosti-vyshla-kolonka-o-neobhodimosti-
-deukrainizatsii-ukrainy (access: 30.08.2023).
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and serve to prepare “false” evidence of Russia’s participation in the attack. Un-
til 2022, it was the main subject of the so-called Polish affairs, known in the
common opinion of the Russians.

Another example of the use of the media to raise anti-Polish public senti-
ment was the aspect of EU sanctions imposed on Russia. Poland was pointed
out as the initiator of the sanctions, and it was Poland that was redirected to
social discontent caused by the shortage of certain goods. Even Russia’s eco-
nomic weakness was justified by Poland’s actions in the EU, which was also
argued by the fact that a Pole — Donald Tusk, was then the head of the Euro-
pean Council, which made anti-Russian decisions. Poland is currently pre-
sented as the leader of actions against Russia in Ukraine. It is a topic for con-
sideration in a separate chapter.

Possibilities of Defending against Disinformation in the Media

The freedom of the media is unconditional if we consider a given regime to be
democratic. It is often constitutionally guaranteed, such as the First Amend-
ment to the Constitution of the United States of America, or Article 14 in the
Constitution of the Republic of Poland of 1997". At the same time, let us note
that in the perception of a pluralistic society, all actions aimed at restricting the
so-called freedom of the media are identified with the distortion of democracy,
and even threatening it. Any attempts by the authorities to restrict the freedom
of the media are dangerous, as they can lead to a departure from democracy. It
was demonstrated in the example of Russia.

Media freedom should be considered one of the guiding principles of the
rule of law®. On the other hand, the most important goal of the state, the global

4 Constitution of the United States of America, enacted 1787, http://libr.sejm.gov.pl/tek01/
txt/konst/usa.html (access: 25.08.2023); Constitution of the Republic of Poland of 2.04.1997
(Journal of Laws of 1997, No. 78, item 483).

The concept of “values in the state” is a category referring to an axiological system, closer
to political and philosophical considerations, which cannot determine the principles of the
system — normative in the strict sense. These are separate paradigms. Therefore, the provi-
sion of Article 14 of the Constitution of the Republic of Poland of 1997 is not questioned. It
is also worth mentioning that the category of "political principle" itself is interpreted in var-
ious ways. J. Sozanski, Zasada demokratycznego paristwa prawnego w polskiej praktyce prawnej,
“Kwartalnik Naukowy Uczelni Vistula” 2014, no. 4(42), pp. 28-40.
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and ultimate goal, is its survival. Without achieving this goal, others are point-
less. Plato wrote about it before, and the continuation and development of this
thesis can be found in the political philosophy of all subsequent epochs, reach-
ing legal positivism, completed in the nineteenth century, when the previous-
ly known maxim “necessity knows no law” (necessitas non habet legem) was con-
firmed'®, i.e., the survival and development of the state are its most important
goals. The fact that this is not a new dilemma is evidenced, for example, by the
works of Machiavelli or Botero".

Therefore, the freedom of media functioning may be limited in a demo-
cratic state if the content they transmit threatens the state’s security. The free-
dom of the media is a right, but it cannot be the norm of jus cogens. The scope
of this freedom may be subject to derogation and limitation, and certain excep-
tions may be applied. In today’s democratic regimes and mature legal systems,
the scope of restrictions on the freedom of the media is defined by law and re-
served for states of emergency'®. The statutory prerequisites for restricting the
freedom of the media are specified. Their catalogue is usually closed. It is an ob-
vious mechanism for defending democracy against the undue influence of the
authorities on the media.

All aspects threatening the existence of the state, its sovereignty, indivisibili-
ty, inviolability of borders and other supreme constitutional values are premises
justifying the authorities’ interference in the activities of the media. The care for
preserving the entire state and society’s axiological system justifies these prem-
ises. Therefore, they are derived considering normatively defined values (fol-
lowing legal positivism). However, they can also be derived from those values
that constitute the centuries-old tradition of the nation, including, for example,
its religion, which is the basis for integration and the impulse for state-build-

¢ J.M. Sondel-Cedarmas, Od ncecessitas non habet legem’ do racji stanu. Kilka uwag o rewolucji w je-

zyku polityki w szesnastowiecznych Wiloszech, “Zeszyty Prawnicze” 2019, no. 19, pp. 7-30.

N. Machiavelli, Rozwazania nad pierwszym dziesiecioksiggiem historii Rzymu Liwiusza, Warsza-

wa 2009; G. Botero, O racji stanu, Krakéw 2020.

8 For example, in Poland, in Chapter XI of the Constitution of the Republic of Poland of 1997
and the Acts on Emergency Conditions; Constitution of the Republic of Poland of 2.04.1997
(Journal of Laws of 1997, No. 78, item 483); The Act of 29 August 2002 on Martial Law and
on the Competences of the Commander-in-Chief of the Armed Forces and the Principles of
His Subordination to the Constitutional Organs of the Republic of Poland (Journal of Laws
0f 2002, No. 156, item 1301); The Act of 21 June 2002 on the State of Emergency (Journal of
Laws of 2002, No. 113, item 985; Act of 18 April 2002 on the State of Natural Disaster (Jour-
nal of Laws of 2002, No. 62, item 558).
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ing. The reproduction and repetition of disinformation can justify the govern-
ment’s interference in the media.

In these considerations, the category of state goals is mainly used, which is
characteristic of the political science perspective’. On the other hand, in secu-

”20 Howev-

rity sciences, we more often find the category of “national interests
er, in both perspectives, the most important goal and interest is the security of
the entity, which is the state. Currently, we are increasingly witnessing criti-
cism of the freedom of expression of the media in the context of a threat to the
state, and the dispute is beginning to focus on the mechanisms of media con-
trol?'. It is the subject of discourse in Poland. However, it is also visible in ma-
ture and consolidated democracies, such as the United States of America, where
the control of the media by state institutions increased significantly after 2001
with an increased terrorist threat and involvement in subsequent conflicts. Nu-
merous reports confirm this and more frequent demands to depart, for exam-
ple, from the New York Times v. Sullivan precedent””. Let us remind you that re-
search shows a constant intensification of disinformation in the Polish media®.
Increasing the government’s control over the media message is necessary. It is
also important to strengthen educational activities and sensitise citizens to dis-
information. Undoubtedly, restricting the media is controversial, which may
raise doubts of both legal and moral nature®*. However, it should be the subject
of an in-depth discourse in terms of the security of the Polish state.

¥ K.A. Wojtaszczyk, W. Jakubowski, Struktura wspélczesnego paristwa, [in:] Spoleczeristwo i poli-

tyka, eds. K.A. Wojtaszczyk, W. Jakubowski, Warszawa 2007, pp. 272-277; P. Winczorek,

Cele paristwa, cele w paristwie, “Rzeczpospolita” 07.10.2010, https://www.rp.pl/opinie-praw-

ne/art7375541-cele-panstwa-cele-w-panstwie (access: 27.08.2023).

S. Koziej, Interesy narodowe jako podstawa Strategii Bezpieczeristwa Narodowego oraz kryterium

akceptacji strategii sojuszniczych, https://koziej.pl/wp-content/uploads/2020/05/Interesy-na-

rodowe.pdf (access: 28.08.2023).

K. Lorenc, Wolnos¢ mediow a bezpieczeristwo paristwa, “Krakowskie Studia Miedzynarodowe”

2016, no. 13, pp. 139-155.

2 N. Norman-Katz, S. Naseer, Most U.S. journalists are concerned about press freedoms, https://
www.pewresearch.org/short-reads/2023/05/02/most-u-s-journalists-are-concerned-about-
press-freedoms (access: 25.08.2023); United States, https://rsf.org/en/country/united-states
(access: 24.08.2023); Should the Supreme Court Reconsider NYT v. Sullivan?, National Constitution
Centre, https://constitutioncenter.org/news-debate/podcasts/should-the-supreme-court-re-
consider-nyt-v-sullivan (access: 22.08.2023); New York Times v. Sullivan Podcast, https://www.
uscourts.gov/about-federal-courts/educational-resources/supreme-court-landmarks/new-
york-times-v-sullivan-podcast (access: 22.08.2023).

2 EUvsDisinfo, https://euvsdisinfo.eu/pl (access: 30.08.2023).

Zdanie odrebne Sedziego Trybunalu Konstytucyjnego Ewy Letowskiej od wyroku Trybu-

natu Konstytucyjnego z dnia 30 pazdziernika 2006 r., file no. P 10/06.
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